Shellfii7, BLE2FIFAShel RYas SHERRAITNAE, XI—MESCARRISAHITHRT, REHITXLINRE, e
LlisiShel A2 — R e SHIES.

ShellJLABZEREWIn/Unix/Linux EE, FEAILIERAAERFSNERIIIIERBREIITIER, JRR
SGEEShell A, FJLULFIBRFHENZEEINEN, BT EREMIE.

ARSI 7 REMLEHI109 M shel AR, FBEXTAREFTEE,

1.Dos IERGE (BRI IP)

#!/bin/bash
DATE=$ (date +%d/%b/%Y :%H:%M)
LOG_FILE=/usr/Tocal/nginx/logs/demo2.access.log
ABNORMAL_IP=$(tail -n5000 $LOG_FILE |grep $DATE |awk '{a[$1]++3}END{for(i in
a)if(a[il>10)print i}")
for IP in $ABNORMAL_IP; do
if [ $(iptables -vnL |grep -c "$IP") -eq 0 ]1; then
iptables -I INPUT -s $IP -j DROP
echo "$(date +'%F_%T') $IP" >> /tmp/drop_ip.Tlog
fi
done

2.Linux EFLEEFZERF

# yum install mailx

# vi /etc/mail.rc

set from=baojingtongzhi@163.com smtp=smtp.163.com

set smtp-auth-user=baojingtongzhi@163.com smtp-auth-password=123456
set smtp-auth=Togin
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3.MySQL FUREFEESE{RERIEA

#!/bin/bash

DATE=$(date +%F_%H-%M-%S)

HOoST=localhost

USER=backup

PASS=123.com

BACKUP_DIR=/data/db_backup

DB_LIST=$(mysql -h$HOST -u$USER -p$PASS -s -e "show databases;" 2>/dev/null
|egrep -v "Database|information_schema|mysql|performance_schema|sys")

for DB in $DB_LIST; do
BACKUP_NAME=$BACKUP_DIR/${DB}_${DATE}.sql

if | mysqldump -h$HOST -u$USER -p$PASS -B $DB > $BACKUP_NAME 2>/dev/null;
then

echo "$BACKUP_NAME #&f32elir!™
fi
done

4.MySQL ZUEEFIRSTEH

#!/bin/bash

DATE=$ (date +%F_%H-%M-%S)

HOoST=localhost

USER=backup

PASS=123.com

BACKUP_DIR=/data/db_backup

DB_LIST=$(mysql -h$HOST -u$USER -p$PASS -s -e "show databases;" 2>/dev/null
|egrep -v "Database|information_schema|mysql|performance_schema|sys")

for DB in $DB_LIST; do
BACKUP_DB_DIR=$BACKUP_DIR/${DB}_${DATE}
[ ! -d $BACKUP_DB_DIR ] && mkdir -p $BACKUP_DB_DIR &>/dev/null
TABLE_LIST=$(mysql -h$HOST -u$USER -p$PASS -s -e "use $DB;show tables;"
2>/dev/null)
for TABLE in $TABLE_LIST; do
BACKUP_NAME=$BACKUP_DB_DIR/${TABLE}.sql
if | mysqldump -h$HOST -u$USER -p$PASS $DB $TABLE > $BACKUP_NAME
2>/dev/null; then
echo "$BACKUP_NAME #f32Jcir!™
fi
done
done

5.Nginx igaiGRBHiEXIDE
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#!/bin/bash

LOG_DIR=/usr/Tocal/nginx/Tlogs
YESTERDAY_TIME=$(date -d "yesterday" +%F)
LOG_MONTH_DIR=$LOG_DIR/$(date +"%Y-%m")
LOG_FILE_LIST="default.access.log"

for LOG_FILE in $LOG_FILE_LIST; do

[ ! -d $LOG_MONTH_DIR ] && mkdir -p $LOG_MONTH_DIR

mv $LOG_DIR/$LOG_FILE $LOG_MONTH_DIR/${LOG_FILE}_${YESTERDAY_TIME}
done

ki1l -UsR1 $(cat /var/run/nginx.pid)

6.Nginx iGlABERtridE

#!/bin/bash

# HEMK: $remote_addr - $remote_user [$time_local] "$request" $status
$body_bytes_sent "$http_referer" "$http_user_agent" "$http_x_forwarded_for"
LOG_FILE=$1

echo "Gtk Z 1104 1IP"

awk '{a[$1]++}END{print "uv:",length(a);for(v in a)print v,a[v]}' $LOG_FILE |sort
-k2 -nr |head -10

echo "--- - - - - - "

echo "Gt A By Al 2 1 IP"

awk '$4>="[01/Dec/2018:13:20:25" && $4<="[27/Nov/2018:16:20:49"{a[$1]++}IEND{for(v
in a)print v,alv]}' $LOG_FILE |sort -k2 -nr|head -10

echo "----—--—-omm—

echo "Siti i ik 2 1041 "

awk '{a[$7]++}END{print "Pv:",length(a);for(v in a){ifCa[v]>10)print v,alv]}}'
$LOG_FILE |sort -k2 -nr

CChOREE =S eSS oo m oo

echo "Guilvyinl TR A IS H "
awk '{a[$7" "$9]++}END{for(v in a){if(al[v]>5)print v,alv]}}'

7. EEM-RERRERF

#!/bin/bash

NIC=$1

echo -e In —-—-——-—- out"

while true; do
OLD_IN=$Cawk '$0~"'$NIC'"{print $2}' /proc/net/dev)
oLD_ouT=$Cawk '$0~"'$NIC'"{print $10}' /proc/net/dev)
sleep 1
NEW_IN=$Cawk '$0~"'"$NIC'"{print $2}' /proc/net/dev)
NEW_ouT=$(awk '$0~"'$NIC'"{print $10}' /proc/net/dev)
IN=$(printf "%.1f%s" "$(C(($SNEW_IN-$OLD_IN)/1024))" "KB/s")
ouT=$(printf "%.1f%s" "$(((SNEW_OUT-$0LD_OUT)/1024))" "KB/s")
echo "$IN $ouT"
sleep 1

done


af://n24
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8. RS R REEIRILIIF

#/bin/bash
# WEN X IR A
In -s /usr/share/zoneinfo/Asia/Shanghai /etc/localtime
if | crontab -1 |grep ntpdate &>/dev/null ; then
(echo "* 1 * * * ntpdate time.windows.com >/dev/null 2>&1";crontab -1)
| crontab
fi

# ZHselinux
sed -i '/SELINUX/{s/permissive/disabled/}"' /etc/selinux/config

# KA K

if egrep "7.[0-9]" /etc/redhat-release &>/dev/null; then
systemct] stop firewalld
systemct] disable firewalld

elif egrep "6.[0-9]" /etc/redhat-release &>/dev/null; then
service iptables stop
chkconfig iptables off

fi

# s A RoR B ERT A]
if | grep HISTTIMEFORMAT /etc/bashrc; then

echo 'export HISTTIMEFORMAT="%F %T “whoami "' >> /etc/bashrc
fi

# SSHF ]

if | grep "TMOUT=600" /etc/profile &>/dev/null; then
echo "export TMOUT=600" >> /etc/profile

fi

# ZEibrootiZfE &k
sed -i 's/#PermitRootLogin yes/PermitRootLogin no/' /etc/ssh/sshd_config

# 2R T4 1A A% A
sed -i 's/AMAILTO=root/MAILTO=""/"' /etc/crontab

# WE RIS

if | grep "* soft nofile 65535" /etc/security/limits.conf &>/dev/null; then
cat >> /etc/security/limits.conf << EOF
* soft nofile 65535
* hard nofile 65535

EOF

fi

# RENZMA

cat >> /etc/sysctl.conf << EOF
net.ipv4.tcp_syncookies = 1
net.ipv4.tcp_max_tw_buckets = 20480
net.ipv4.tcp_max_syn_backlog = 20480
net.core.netdev_max_backlog = 262144
net.ipv4.tcp_fin_timeout = 20

EOF

# U/ SWAPTH
echo "0" > /proc/sys/vm/swappiness


af://n32

# ZRARGERE DT TR I

yum install gcc make autoconf vim sysstat net-tools iostat if

9.45#= 100 SRS EEEFI /A

#!/bin/bash
HOST_INFO=host.info
for IP in $Cawk '/A[A#]/{print $1}' $HOST_INFO); do
USER=$(awk -v ip=$IP 'ip==$1{print $2}' $HOST_INFO)
PORT=$(awk -v ip=$IP "ip==$1{print $3}' $HOST_INFO)
TMP_FILE=/tmp/disk.tmp
ssh -p $PORT $USER@$IP 'df -h' > $TMP_FILE
USE_RATE_LIST=$(awk 'BEGIN{OFS="="}/A\/dev/{print $NF,int($5)}' $TMP_FILE)
for USE_RATE in $USE_RATE_LIST; do
PART_NAME=$ {USE_RATE%=*}
USE_RATE=${USE_RATE#*=}
if [ $USE_RATE -ge 80 ]; then
echo "warning: $PART_NAME Partition usage $USE_RATE%!"
fi
done
done

1-RBMELRS: FAVINGEZ

10.7 % & atNzEH3REY hostname, FicFRESETE
ZHk, EEEEI—/1XH hostname.txt A, E25B
Soht R EH<RIEAIAaH1EEAY CPU (E&.,

#!bin/bash

# FTUAENL, A SRR
ALL_HOSTS=(IP Hhtk IP #Hhil)

for host in ${ALL_HOSTS[*]}
do
{
start_time=$(date +'%s")
ssh $host "hostname" &>/dev/null
sleep 2
stop_time=$(date +'%s")
time_consuming=$((stop_time-start_time))
echo "$host: $time_consuming”™ >>hostname.txt
}1&
done

wait
host=$(sort -n -k 2 hostname.txt | head -1 | awk -F':"' "{print $1}')

ssh $host "top -b -n 1"
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11.4811 /proc BETF Linux #iZtHXHEFER, whDi#
1220, running H#H{EE, stoped #Hi2Z], sleeing i#iz
£, zombie HIZEL,

EHHETE zombie BUIHTEZ zombie.txt 2FLRFE zombie HIE.

#!/bin/bash
ALL_PROCESS=$(1s /proc/ | egrep '[0-9]+")

running_count=0
stoped_count=0
sTeeping_count=0
zombie_count=0

for pid in ${ALL_PROCESS[*]}
do

test -f /proc/$pid/status && state=$(egrep "State" /proc/$pid/status | awk
"{print $21}")

case "$state" in

R)
running_count=$((running_count+1))
D)
stoped_count=$((stoped_count+1))
S)
sleeping_count=$((sleeping_count+1))
z)
zombie_count=$((zombie_count+1))
echo "$pid" >>zombie.txt
kill -9 "$pid"
esac

done

echo -e "total:
$((running_count+stoped_count+sleeping_count+zombie_count))\nrunning:
$running_count\nstoped: $stoped_count\nsleeping: $sleeping_count\nzombie:
$zombie_count"

121858 BF (B85FB3) ThRBREA ".sh” B34
BEEZEE "shell", ZEREENSUERIE=1TT.
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#!/bin/bash

ALL_SH_FILE=$(find . -type f -name "*.sh")
for file in ${ALL_SH_FILE[*]}
do
filename=$(echo $file | awk -F'.sh' '{print $1}")
new_filename="${filename}.shell"
v "$file" "$new_filename"
sed -i '2d" "$new_filename"
done

13. 4B F /tmp/jstack EEEFE, A EEVFHE—ME
=, BFEVRRBERTRHRBARAS.

0% 1 /NEFHTED inceptor server By jstack {58, FLA jstack_${4RIRTE} a3, S4ER TR
104 E, MBREIBRIST 4.

#!/bin/bash

DIRPATH="/tmp/jstack"
CURRENT_TIME=$(date +'%F'-"%H:%M:%S")

if [ ! -d "$DIRPATH" ];then
mkdir "$DIRPATH"

else
rm -rf "$DIRPATH"/*

i

cd "$DIRPATH"

while true
do
sTleep 3600
# XEF IR inceptortis H ORI javait FE &k
pid=$(ps -ef | grep 'inceptor' | grep -v grep | awk '{print $23}")
jstack $pid >> "jstack_${CURRENT_TIME}"
dir_count=$(1s | wc -1)
if [ "$dir_count” -gt 10 ];then
rm -f $(1s -tr | head -1)
fi
done

14.}]\ test.log RERVHKRIPRE gc EEA™K, HHit gc
YA EIEFIRH<RI<AIRTE.

#!/bin/bash

awk '{print $23}' hive-server2.log | tr -d ':' | awk '{sum+=$1} END {print "avg:
", sum/NR}' >>capture_hive_log.log
awk '{print $23}' hive-server2.log | tr -d ':' | awk '{max = 0} {if ($1+0 > max+0)

max=$1} END {print "Max: ", max}'>>capture_hive_log.log
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15.83k 80 i i REIERSAIET 20 4 IP ik, FIBrHRE]
aalJ\El’.h%Ej?%Sle's 5ATF 500, dIKTF 500, MitsHESELD
BiREEl alert.txt, Y1RiZH, MWTE 600s [FEill, B
F/mEhALLE,

#!/bin/bash

state="true"

while $state
do
SMALL_REQUESTS=$(netstat -ant | awk -F'[ :]+' '/:22/{count[$4]++} END {for(ip
in count) print count[ip]}' | sort -n | head -20 | head -1)
if [ "$SMALL_REQUESTS" -gt 500 ];then
sar -A > alert.txt
state="false"
else
sleep 6
continue
fi
done

16.8HRIEFR TATF 10K BIHIEBEl /tmp B3R, BiR
BRI MERE, MAREMEESER.

#!/bin/bash

# HArHZ
DIRPATH='/tmp'
# HEHEHZ
FILEPATH='."

find "$FILEPATH" -size +10k -type f | xargs -i mv {} "$DIRPATH"
1s -1s "$DIRPATH" | awk '{if(NR>1) print $NF}'

17. VRIS EE

RS EAARMENAE, HTHIESEE, AT Zabbix &iE

# -*- coding: utf-8 -*-

import requests
import json

class DLF:
def __init__(self, corpid, corpsecret):
self.url = "https://qyapi.weixin.qq.com/cgi-bin"
self.corpid = corpid
self.corpsecret = corpsecret
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self._token = self._get_token()

def _get_token(self):
RIS APT 2 [ fflaccess_token
jreturn:
token_url = self.url + "/gettoken?corpid=%s&corpsecret=%s" %(self.corpid,
self.corpsecret)
try:
res = requests.get(token_url).json()
token = res['access_token']
return token
except Exception as e:
return str(e)

def _get_media_id(self, file_obj):
get_media_url = self.url + "/media/upload?access_token=
{}&type=file".format(self._token)
data = {"media": file_obj}

try:
res = requests.post(url=get_media_url, files=data)
media_id = res.json()['media_id']
return media_id
except Exception as e:
return str(e)

def send_text(self, agentid, content, touser=None, toparty=None):
send_msg_url = self.url + "/message/send?access_token=%s" %
(self._token)
send_data = {
"touser": touser,
"toparty": toparty,

"msgtype": "text",
"agentid": agentid,
"text": {
"content": content
3
}
try:

res = requests.post(send_msg_url, data=json.dumps(send_data))
except Exception as e:
return str(e)

def send_image(self, agentid, file_obj, touser=None, toparty=None):
media_id = self._get_media_id(file_obj)
send_msg_url = self.url + "/message/send?access_token=%s" %
(self._token)
send_data = {
"touser": touser,
"toparty": toparty,

"msgtype": "image",
"agentid": agentid,
"image": {

"media_id": media_id



try:

res = requests.post(send_msg_url, data=json.dumps(send_data))
except Exception as e:

return str(e)

18.FTP E i

T ftplib IR ftp fRo5es, BHT LIETHER(F.
# -*- coding: utf-8 -*-

from ftplib import FTP
from os import path
import copy

class FTPClient:

def __init__(self, host, user, passwd, port=21):
self.host = host
self.user = user
self.passwd = passwd
self.port = port
self.res = {'status': True,
self._ftp = None
self._Togin()

msg': None}

def _

Togin(self):

HORFTPIRSS %%

rreturn: FEREECE O IR E R [RGB

try:
self._ftp = FTPQ)
self._ftp.connect(self.host, self.port, timeout=30)
self._ftp.login(self.user, self.passwd)

except Exception as e:

return e

def upload(self, localpath, remotepath=None):
Efrpett
:param Tlocalpath: local file path
:param remotepath: remote file path
ireturn:

if not localpath: return 'Please select a local file.
# LA SO
# fp = open(localpath, 'rb')

# AR IR SO A, W) EAE RS ET H S, SRR IA A S A
if not remotepath:
remotepath = path.basename(localpath)

# AR
self._ftp.storbinary('STOR ' + remotepath, Tocalpath)
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# fp.close()

def download(self, remotepath, localpath=None):
Tocalpath
:param localpath: Tocal file path
:param remotepath: remote file path
rreturn:

if not remotepath: return 'Please select a remote file. '
# R ARAL AW SO, W EE AT H s, SO RRIA I AR S A
if not localpath:
localpath = path.basename(remotepath)
# i localpath/ZH K& flremotepathlfbasenamefjfH:
if path.isdir(localpath):
localpath = path.join(localpath, path.basename(remotepath))

# BNAH S
fp = open(localpath, 'wb')

# NEOT
self._ftp.retrbinary('RETR ' + remotepath, fp.write)
fp.close()

def nlst(self, dir="/"):
BEHXTHAR
rreturn: DIFIREGR A H & THRTE NS
files_list = self._ftp.nlst(dir)
return files_list

def rmd(self, dir=None):

HHIBR H 5%

:param dir: Hp4&H

ireturn: PATE R

if not dir: return 'Please input dirname'

res = copy.deepcopy(self.res)

try:
del_d = self._ftp.rmd(dir)
res['msg'] = del_d

except Exception as e:
res['status'] = False
res['msg'] = str(e)

return res

def mkd(self, dir=None):
Ak H 5%
:param dir: HZELHK
ireturn: PHATEE
if not dir: return 'Please input dirname'
res = copy.deepcopy(self.res)



try:
mkd_d = self._ftp.mkd(dir)
res['msg'] = mkd_d

except Exception as e:
res['status'] = False
res['msg'] = str(e)

return res

def del_file(self, filename=None):
T S A
:param filename: {47k
ireturn: HATH
if not filename: return 'Please input filename'
res = copy.deepcopy(self.res)
try:
del_f = self._ftp.delete(filename)
res['msg'] = del_f
except Exception as e:
res['status'] = False
res['msg'] = str(e)

return res

def get_file_size(self, filenames=[]):
SRICCAF RN A 2 -5
el el it
:param filename: CfF4#R
ireturn: PUTSE

if not filenames: return {'msg': 'This is an empty directory'}
res_1 = []
for file in filenames:
res_d = {}
# WA B R EEE U ARE B s
try:
size = self._ftp.size(file)
type = 'f'
except:
# WA EEANIGsizeR -, fileXKREmM/ (/dir/)
size = '-'
type = 'd’
file = file + '/’

res_d['filename'] = file
res_d['size'] size
res_d['type'] type
res_1.append(res_d)

return res_]1

def rename(self, old_name=None, new_name=None):

H
:param old_name: [HffCfFel# HRAZ K



:param new_name: HISCAFEE H 4R
ireturn: HATE
if not old_name or not new_name: return 'Please input old_name and
new_name'
res = copy.deepcopy(self.res)
try:
rename_f = self._ftp.rename(old_name, new_name)
res['msg'] = rename_f
except Exception as e:
res['status'] = False
res['msg'] = str(e)

return res

def close(self):

B FepidEds

ireturn:

try:
# RS KiEquitiné
self._ftp.quit()

except Exception:
return 'No response from server'

finally:
# % I A7 TR G A
self._ftp.close()

19.SSH E %

HAXATIED key 1E, MFREZDEE, BHRESTRIA,
# -*- coding: utf-8 -*-
import paramiko

class SSHCTient:
def __init__(self, host, port, user, pkey):

self.ssh_host = host

self.ssh_port = port

self.ssh_user = user

self.private_key = paramiko.RSAKey.from_private_key_file(pkey)
self.ssh = None

self._connect()

def _connect(self):
self.ssh = paramiko.SSHClient()
self.ssh.set_missing_host_key_policy(paramiko.AutoAddPolicy())
try:
self.ssh.connect(hostname=self.ssh_host, port=self.ssh_port,
username=self.ssh_user, pkey=self.private_key, timeout=10)
except:
return 'ssh connect fail'

def execute_command(self, command):
stdin, stdout, stderr = self.ssh.exec_command(command)
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def

out stdout.read()
err = stderr.read()
return out, err

close(self):
self.ssh.close()

20.Saltstack Zi%

BT api 3 Saltstack BRSZImBHITEIE, FUTHL.

#!/usr/bin/env python
# -*- coding:utf-8 -*-

import requests
import json
import copy

class SaltApi:

S Xsalt api#EHms
WIhfk 3k 5 token

def

__init__(self):

self.url = "http://172.85.10.21:8000/"

self.username = "saltapi"

self.password = "saltapi"

self.headers = {"Content-type": "application/json"}

self.params = {'client': 'local', 'fun': None, 'tgt': None, 'arg': None}

self.login_url = self.url + "login"
self.login_params = {'username': self.username, 'password':

self.password, 'eauth': 'pam'}

def

def

self.token = self.get_data(self.login_url, self.login_params)['token']
self.headers['X-Auth-Token'] = self.token

get_data(self, url, params):

VR ur 3R

iparam url: EREurlht

tparam params: f&ZEZAurl 4

ireturn: FRGLEHE

send_data = json.dumps(params)

request = requests.post(url, data=send_data, headers=self.headers)
response = request.json()

result = dict(response)

return result['return'][0]

get_auth_keys(self):
KRBT H T4 INIFR key

:return:

data = copy.deepcopy(self.params)
data['client'] = 'wheel'
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data['fun'] = 'key.list_all'
result = self.get_data(self.url, data)
try:
return result['data']['return']['minions"']
except Exception as e:
return str(e)

def get_grains(self, tgt, arg='id'):
R R G IS B
ttgt: HAREM
return:

data = copy.deepcopy(self.params)

if tgt:

data['tgt'] = tgt
else:

data['tgt'] = '*'
data['fun'] = 'grains.item'

datal['arg'] = arg
result = self.get_data(self.url, data)

return result

def execute_command(self, tgt, fun='cmd.run', arg=None, tgt_type='Tlist',
salt_async=False):
Puirsaltstack a4, HKflFsalt "*' cmd.run 'command'
:param tgt: HIFEN
tparam fun: HJ7E WA
iparam arg: fLESH WA
ireturn: HATEHR

data = copy.deepcopy(self.params)

if not tgt: return {'status': False, 'msg': 'target host not exist'}
if not arg:
data.pop('arg')

else:
datal['arg'] = arg
if tgt I= "*':
data['tgt_type'] = tgt_type
if salt_async: data['client'] = 'local_async'

data['fun'] = fun
data['tgt'] = tgt
result = self.get_data(self.url, data)

return result

def jobs(self, fun='detail', jid=None):
115
:param fun: active, detail
:param jod: Job ID
ireturn: fESPATER



data = {'client': 'runner'}
data['fun'] = fun
if fun == 'detail':
if not jid: return {'success': False, 'msg': 'job id is none'}
data['fun'] = 'jobs.lookup_jid'
data['jid'] = jid
else:
return {'success': False, 'msg': 'fun is active or detail'}
result = self.get_data(self.url, data)

return result

21.vCenter Z i

BB SDK X vCenter BHTEHEERE, WHARZAT cmdb FERY, BaREIER, FAK
/N

from pyvim.connect import SmartConnect, Disconnect, SmartConnectNoSSL
from pyvmomi import vim

from asset import models

import atexit

class vmware:
def __init__(self, ip, user, password, port, idc, vcenter_id):

self.ip = 1ip
self.user = user
self.password = password
self.port = port
self.idc_id = idc
self.vcenter_id = vcenter_id

def get_obj(self, content, vimtype, name=None):

HZRIR A, name A LAFE E DCIC A% 5

container = content.viewManager.CreateContainerview(content.rootFolder,
vimtype, True)

obj = [ view for view in container.view ]

return obj

def get_esxi_info(self):
# EFENER
esxi_host = {}
res = {"connect_status": True, "msg": None}

try:

# connect this thing

si = SmartConnectNoSSL (host=self.ip, user=self.user,

pwd=self.password, port=self.port, connectionPoolTimeout=60)

except Exception as e:

res['connect_status'] = False

try:

res['msg'] = ("%s Caught vmodl fault :

+ e.msg) % (self.ip)
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except Exception as e:
res['msg'] = '%s: connection error' % (self.ip)
return res
# disconnect this thing
atexit.register(Disconnect, si)
content = si.RetrieveContent()
esxi_obj = self.get_obj(content, [vim.HostSystem])

for esxi in esxi_obj:
esxi_host[esxi.name] = {}
esxi_host[esxi.name]['idc_id'] = self.idc_id
esxi_host[esxi.name]['vcenter_id'] = self.vcenter_id
esxi_host[esxi.name]['server_ip'] = esxi.name
esxi_host[esxi.name] [ 'manufacturer'] = esxi.summary.hardware.vendor

esxi_host[esxi.name]['server_model"'] esxi.summary.hardware.model

for i in esxi.summary.hardware.otheridentifyingInfo:
if isinstance(i, vim.host.SystemIdentificationInfo):
esxi_host[esxi.name]['server_sn'] = 1i.identifiervalue

# RALW

esxi_host[esxi.name]['system_name'] =
esxi.summary.config.product.fullName

# cpu iz

esxi_cpu_total = esxi.summary.hardware.numCpuThreads

# WAEEE GB

esxi_memory_total = esxi.summary.hardware.memorySize / 1024 / 1024 /

1024
# PRI SR GB
esxi_disk_total = 0
for ds in esxi.datastore:
esxi_disk_total += ds.summary.capacity / 1024 / 1024 / 1024
# BRIAMLE41%8G100G, AR IX AL B v 42 o] 73 B AL
default_configure = {
'cpu': 4,
'memory': 8,
'disk': 100
3
esxi_host[esxi.name]['vm_host'] = []
vm_usage_total_cpu = 0
vm_usage_total_memory = 0
vm_usage_total_disk = 0
# JEWHE R
for vm in esxi.vm:
host_info = {}
host_info['vm_name'] = vm.name
host_info['power_status'] = vm.runtime.powerState
host_info['cpu_total_kernel'] = str(vm.config.hardware.numcpPuU) +
v
host_info[ 'memory_total'] = str(vm.config.hardware.memorymMB) +
"MB'

host_info['system_info'] = vm.config.guestFullName

disk_info = "'



disk_total = 0
for d in vm.config.hardware.device:
if isinstance(d, vim.vm.device.virtualDisk):
disk_total += d.capacityInkB / 1024 / 1024

disk_info += d.deviceInfo.label + ": +
str((d.capacityInkB) / 1024 / 1024) + ' GB' + ','

host_info['disk_info'] = disk_info
esxi_host[esxi.name]['vm_host'].append(host_info)

# IMEARIEFNTHER: a8 - 2o

if host_info['power_status'] == 'poweredon':
vm_usage_total_cpu += vm.config.hardware.numCPU
vm_usage_total_disk += disk_total

vm_usage_total_memory += (vm.config.hardware.memorymB /

1024)

esxi_cpu_free = esxi_cpu_total - vm_usage_total_cpu

esxi_memory_free = esxi_memory_total - vm_usage_total_memory

esxi_disk_free = esxi_disk_total - vm_usage_total_disk

esxi_host[esxi.name]['cpu_info'] = 'Total: %d#, Free: %diZ' %

(esxi_cpu_total, esxi_cpu_free)

esxi_host[esxi.name]['memory_info'] = 'Total: %dGB, Free: %dGB' %

(esxi_memory_total, esxi_memory_free)

esxi_host[esxi.name]['disk_info'] = 'Total: %dGB, Free: %dGB' %

(esxi_disk_total, esxi_disk_free)

# itSicpu WAF REELIEIRBOABHR 2 BC A S ML, B A4 TR 23 FE BEUE

if esxi_cpu_free < 4 or esxi_memory_free < 8 or esxi_disk_free <

100:

Il
(=]

free_allocation_vm_host
else:
free_allocation_vm_host

[

int(min(

esxi_cpu_free / default_configure['cpu'],

esxi_memory_free / default_configure['memory'],

esxi_disk_free / default_configure['disk']

)
esxi_host[esxi.name]['free_allocation_vm_host'] =
free_allocation_vm_host
esxi_host['connect_status'] = True
return esxi_host

def write_to_db(self):
esxi_host = self.get_esxi_info()
# EERI
if not esxi_host['connect_status']:
return esxi_host

del esxi_host['connect_status']

for machine_ip in esxi_host:
# WENLE R
esxi_host_dict = esxi_host[machine_ip]
# BERNER
virtual_host = esxi_host[machine_ip]['vm_host']



del esxi_host[machine_ip]['vm_host']

obj = models.EsxiHost.objects.create(**esxi_host_dict)
obj.save()

for host_info in virtual_host:
host_info[ 'management_host_id'] = obj.id
obj2 = models.virtualHost.objects.create(**host_info)
obj2.save()

22 3REULE ss| IEPiZHARTE

BT zabbix &2

import re

import sys

import time

import subprocess

from datetime import datetime
from io import StringIo

def main(domain):
f = stringIo()
comm = f"curl -Ivs https://{domain} --connect-timeout 10"

result = subprocess.getstatusoutput(comm)
f.write(result[1])

try:
m = re.search('start date: (.*?)\n.*?expire date: (.*?)\n.*?common name:
(.*?2)\n.*?issuer: CN=(.*?)\n', f.getvalue(), re.S)
start_date = m.group(1)
expire_date = m.group(2)
common_name = m.group(3)
issuer = m.group(4)
except Exception as e:
return 999999999

# time EFFHRFETAIEAH

start_date = time.strptime(start_date, "%b %d %H:%M:%S %Y GMT")
start_date_st = time.strftime("%Y-%m-%d %H:%M:%S", start_date)

# datetime =¥ H L %A

expire_date = datetime.strptime(expire_date, "%b %d %H:%M:%S %Y GMT")
expire_date_st = datetime.strftime(expire_date,"%Y-%m-%d %H:%M:%S")

# IR RE
remaining = (expire_date-datetime.now()).days

return remaining
if _name_ == "_main__
domain = sys.argv[1]

remaining_days = main(domain)
print(remaining_days)

23. RIES KUK SIHRIAR R RIKX[IESE
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[root@dinghao@l opt]# tree weather_ forecast/
weather forecast/
child feeding.py
huochepiao.py
plugins
__init_ .py
__pycache
__init .cpython-36.pyc
__init_ .cpython-38.pyc
send_wechat.cpython-36.pyc
trend chart.cpython-36.pyc
trend_chart.cpython-38.pyc
weather forecast.cpython-36.pyc
weather_forecast.cpython-38.pyc
send_wechat.py
trend chart.py
weather_forecast.py
tmp
L— weather_ forecast.jpg
weather.py

3 directories, 15 files

P

HHARTEZBERNRES KRR STURIARARFNRSEEE, WEMGEEMNRRELT, iRER
FEMET, REREISEIERTENRN, FELREERANRIEWME, @AY IMAEBRIRD
CIB

# -*- coding: utf-8 -*-

import requests
import json
import datetime

def weather(city):
url = "http://wthrcdn.etouch.cn/weather_mini?city=%s" % city

try:
data = requests.get(url).json(Q['data']
city = data['city']
ganmao = data['ganmao']

today_weather = data['forecast'][0]
res = "ZESTE{I\nSRRKAMR\nHTT : {:<103\niAl: {: <10 \n&i: {:
<1O\nfiRi: {:<10X\nK s {:<10F\nKE : {:<103\nK: {:<103\n\nfja & KILEHIR &S
K, HEEEE. \
". format(
ganmao,
city,
datetime.datetime.now() .strftime('%Y-%m-%d"),
today_weather['high'].split([1],



today_weather['low'].split(Q[1],

today_weather['fengli'].split('[')[2].spTlit(']"')[0],

today_weather['fengxiang'], today_weather['type'],

1

return {"source_data": data, "res": res}
except Exception as e:
return str(e)

+ FRECR SR 5 A
" “python
# -*- coding: utf-8 -*-

import matplotlib.pyplot as plt
import re
import datetime

def Future_weather_states(forecast, save_path, day_num=5):
JEIR AR KBRS e A A
:param forecast: KSR MEHE
:param day_num: ARJLK
ireturn: #BEHE
future_forecast = forecast
dict={}

for i in range(day_num):
data = []
date future_forecast[i]["date"]
date int(re.findall("\d+",date)[0])

data.append(int(re.findall1("\d+", future_forecast[i]["high"])[0]))
data.append(int(re.findall1("\d+", future_forecast[i]["Tow"])[0]))

data.append(future_forecast[i]["type"])
dict[date] = data

data_Tlist = sorted(dict.items())

date=[]

high_temperature = []

Tow_temperature = []

for each in data_list:
date.append(each[0])
high_temperature.append(each[1][0])
Tow_temperature.append(each[1][1])

fig = plt.plot(date,high_temperature,”r",date, low_temperature,”b")

current_date = datetime.datetime.now().strftime('%Y-%m')
plt.rcParams['font.sans-serif'] = ['SimHei']
plt.rcParams['axes.unicode_minus'] = False
plt.xTabel(current_date)

plt.ylabel("C™)

plt.Tegend(["mi", "fKIE"])

plt.xticks(date)

plt.title("HiLJLREELLEA")

plt.savefig(save_path)



+ RIEFNRN LS
" “python
# -*- coding: utf-8 -*-

import requests
import json

class DLF:
def __init__(self, corpid, corpsecret):
self.url = "https://qyapi.weixin.qq.com/cgi-bin"
self.corpid = corpid
self.corpsecret = corpsecret
self._token = self._get_token()

def _get_token(self):

SRS APT R I Jaccess_token

‘return:

token_url = self.url + "/gettoken?corpid=%s&corpsecret=%s" %

(self.corpid, self.corpsecret)

try:
res = requests.get(token_url).json()
token = res['access_token']
return token

except Exception as e:
return str(e)

def _get_media_id(self, file_obj):
get_media_url = self.url + "/media/upload?access_token=
{}&type=Ffile".format(self._token)
data = {"media": file_obj}

try:
res = requests.post(uri=get_media_url, files=data)
media_id = res.json()['media_id']
return media_id
except Exception as e:
return str(e)

def send_text(self, agentid, content, touser=None, toparty=None):
send_msg_url = self.url + "/message/send?access_token=%s" %
(self._token)
send_data = {
"touser'": touser,
"toparty": toparty,
"msgtype": "text",
"agentid": agentid,
"text": {
"content": content

try:
res = requests.post(send_msg_url, data=json.dumps(send_data))
except Exception as e:



return str(e)

def send_image(self, agentid, file_obj, touser=None, toparty=None):
media_id = self._get_media_id(file_obj)
send_msg_url = self.url + "/message/send?access_token=%s" %
(self._token)
send_data = {
"touser": touser,
"toparty": toparty,

"msgtype": "image",
"agentid": agentid,
"image": {
"media_id": media_id
b
3
try:

res = requests.post(send_msg_url, data=json.dumps(send_data))
except Exception as e:
return str(e)
+ mainfiiAk

# -*- coding: utf-8 -*-
from plugins.weather_forecast import weather
from plugins.trend_chart import Future_weather_states

from plugins.send_wechat import DLF
import os

# RERE R

corpid = "xxx"
corpsecret = "xxx"
agentid = "xxx"

# RATER G ERAEHZ
_path = os.path.dirname(os.path.abspath(__file__))
save_path = os.path.join(_path ,'./tmp/weather_forecast.jpg"')

# PHRARAER

content = weather (" k")

# RIELFHEE
d1f = DLF(corpid, corpsecret)
d1f.send_text(agentid=agentid, content=content['res'], toparty='1l")

# RS TR E A
Future_weather_states(content['source_data']['forecast'], save_path)
# ROEE R

file_obj = open(save_path, 'rb')

d1f.send_image(agentid=agentid, toparty='1l', file_obj=file_obj)

24.SVN ZTE&n

18T hotcopy i#17 SVN TEZD, RIDIFRE 7 XK.


af://n119

#!/bin/bash

# Filename :  svn_backup_repos.sh

# Date 1 2020/12/14

# Author : JakeTian

# Email : JakeTian@***.com

# Crontab : 59 23 * * * /bin/bash $BASE_PATH/svn_backup_repos.sh >/dev/null
2>&1

# Notes : AN A crontabrf, &R ER AT

# Description: SVNZE4& &G

set -e

SRC_PATH="/opt/svndata"

DST_PATH="/data/svnbackup"

LOG_FILE="$DST_PATH/logs/svn_backup.log"

SVN_BACKUP_C="/bin/svnadmin hotcopy"

SVN_LOOK_C="/bin/svnlook youngest"

TODAY=$ (date +'%F')

cd $SRC_PATH

ALL_REPOS=$(find ./ -maxdepth 1 -type d ! -name 'httpd' -a ! -name 'bak' | tr -d
VAD)

# GlEF/mEHI, SEAHEER

test -d $DST_PATH || mkdir -p $DST_PATH

test -d $DST_PATH/logs || mkdir $DST_PATH/logs
test -d $DST_PATH/$TODAY || mkdir $DST_PATH/$TODAY

# %Wrrepos it
for repo in $ALL_REPOS
do
$SVN_BACKUP_C $SRC_PATH/$repo $DST_PATH/$TODAY/$repo

# WS4 2 A T
if $SVN_LOOK_C $DST_PATH/$TODAY/$repo;then
echo "$TODAY: $repo Backup Success" >> $LOG_FILE
else
echo "$TODAY: $repo Backup Fail" >> $LOG_FILE
fi
done

# # % P BRSO AP SC A
cp -p authz access.conf $DST_PATH/$TODAY

# HESCHEAE
mv $LOG_FILE $LOG_FILE-$TODAY

# MIBR-ER AT
seven_days_ago=$(date -d "7 days ago" +'%F')
rm -rf $DST_PATH/$seven_days_ago

25.zabbix =R REEISHE

FF Zabbix ¥53= Linux ZZAF (shell 3 /bin/bash # /bin/sh) ZREidHE, ZrEEREARIS 7 Xt
KINBsAIAR.
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#!/bin/bash

diskarray=(C awk -F':" "$NF ~ /\/bin\/bash/||/\/bin\/sh/{print $1}' /etc/passwd’)
length=${#diskarray[@]}

printf "{\n"
printf '\t'"\"data\":["
for ((i=0;i<$length;i++))
do
printf "\n\t\t{'
printf "\"{#USER_NAME}\":\"${diskarray[$i]3}\"}"
if [ $1 -1t $[$Tength-1] ];then
printf ',
fi
done
printf "\n\t]\n"
printf "}\n"

A P i

#!/bin/bash

export LANG=en_US.UTF-8

SEVEN_DAYS_AGO=$(date -d '-7 day' +'%s"')
user="$1"

# ¥isep 09, 20184 =T (A1 FE 4 iun xHf 7]

expires_date=$(sudo chage -1 $user | awk -F':' '/Password expires/{print $NF}' |
sed -n 's/A //p")
if [[ "$expires_date" != "never" ]];then

expires_date=$(date -d "$expires_date" +'%s"')

if [ "$expires_date" -le "$SEVEN_DAYS_AGO" ];then

echo "1"
else
echo "0"
fi
else
echo "0"
fi

2613 YUM

1B rsync B9 NEE yum, @i nginx R http yum uhgs;

B2 centos6 RRGRIIEAERT, ERRIMEERT, WRKEISENBTERIEIL,

#!/bin/bash
# FEHyumiEig

RsyncCommand="rsync -rvutH -P --delete --delete-after --delay-updates --
bwTimit=1000"

DIR="/app/yumData"

LogDir="$DIR/Togs"


af://n125

Centos6Base="$DIR/Centos6/x86_64/Base"
Centos7Base="$DIR/Centos7/x86_64/Base"
Centos6Epel="$DIR/Centos6/x86_64/Epel"
Centos7Epel="$DIR/Centos7/x86_64/Epel"
Centos6Salt="$DIR/Centos6/x86_64/salt"
Centos7salt="$DIR/Centos7/x86_64/salt"
Centos6Update="$DIR/Centos6/x86_64/Update"
Centos7Update="$DIR/Centos7/x86_64/Update"
Centos6bocker="$DIR/Centos6/x86_64/Docker"
Centos7Docker="$DIR/Centos7/x86_64/Docker"
Centos6Mysql5_7="$DIR/Centos6/x86_64/Mysql/Mysql5.7"
Centos7Mysql5_7="$DIR/Centos7/x86_64/Mysql/Mysql5.7"
Centos6Mysq18_0="3$DIR/Centos6/x86_64/Mysql/Mysql8.0"
Centos7Mysq18_0="3$DIR/Centos7/x86_64/Mysql/Mysql8.0"
Mirrorbomain="rsync://rsync.mirrors.ustc.edu.cn"

# HRAEAER A2
check_dir(Q{
for dir in $*
do
test -d $dir || mkdir -p $dir
done

# B rsyncla$a 1
check_rsync_status({
if [ $? -eq 0 ];then
echo "rsync success" >> $1
else
echo "rsync fail" >> $1
fi

check_dir $DIR $LogDir $Centos6bBase $Centos7Base $Centos6eEpel $Centos7Epel
$Centos6Salt $Centos7Salt $Centos6Update $Centos7Update $Centos6bDocker
$Centos7Docker $Centos6Mysql5_7 $Centos7Mysql5_7 $Centos6bMysql8_0
$Centos7Mysql18_0

# Base yumrepo

#$RsyncCommand "$MirrorbDomain"/repo/centos/6/0s/x86_64/ $Centos6Base >>
"$LogDir/centos6Base.log" 2>&1

# check_rsync_status "$LogDir/centos6Base.log"

$RsyncCommand "$Mirrorbomain"/repo/centos/7/0s/x86_64/ $Centos7Base >>
"$LogDir/centos7Base.log" 2>&1

check_rsync_status "$LogDir/centos7Base.log"

# Epel yumrepo

# $RsyncCommand "$MirrorDomain"/repo/epel/6/x86_64/ $Centos6Epel >>
"$LogDir/centos6Epel.Tog" 2>&1

# check_rsync_status "$LogDir/centos6Epel.Tlog"

$RsyncCommand "$Mirrorbomain"/repo/epel/7/x86_64/ $Centos7epel >>
"$LogDir/centos7eEpel.log" 2>&1

check_rsync_status "$LogDir/centos7Epel.log"

# SaltStack yumrepo



# $RsyncCommand "$Mirrorbomain"/repo/salt/yum/redhat/6/x86_64/ $Centos6Salt >>
"$LogDir/centos6Ssalt.log" 2>&1

# 1n -s $Centos6Salt/archive/$(1s $Centos6Salt/archive | tail -1)
$Centos6Salt/Tatest

# check_rsync_status "$LogDir/centos6Salt.log"

$RsyncComman "$Mirrorbomain"/repo/salt/yum/redhat/7/x86_64/ $Centos7salt >>
"$LogDir/centos7salt.log" 2>&1

check_rsync_status "$LogDir/centos7salt.log"

# 1n -s $Centos7salt/archive/$(1s $Centos7salt/archive | tail -1)
$Ccentos7salt/Tatest

# Docker yumrepo

$RsyncCommand "$Mirrorbomain"/repo/docker-ce/linux/centos/7/x86_64/stable/
$centos7Docker >> "$LogDir/centos7Docker.Tlog" 2>&1

check_rsync_status "$LogDir/centos7Docker.log"

# centos update yumrepo

# $RsyncCommand "$MirrorbDomain"/repo/centos/6/updates/x86_64/ $Centos6Update >>
"$LogDir/centos6Update.log" 2>&1

# check_rsync_status "$LogDir/centos6Update.log"

$RsyncCommand "$Mirrorbomain"/repo/centos/7/updates/x86_64/ $Centos7Update >>
"$LogDir/centos7Update.log" 2>&1

check_rsync_status "$LogDir/centos7Update.log"

# mysql 5.7 yumrepo

# $RsyncCommand "$Mirrorbomain"/repo/mysql-repo/yum/mysql-5.7-
community/el/6/x86_64/ "$Centos6Mysql5_7" >> "$LogDir/centos6Mysql5.7.7og" 2>&1
# check_rsync_status "$LogDir/centos6Mysql5.7.7og"

$RsyncCommand "$Mirrorbomain"/repo/mysql-repo/yum/mysql-5.7-
community/el/7/x86_64/ "$Centos7Mysql5_7" >> "$LogDir/centos7Mysql5.7.7og" 2>&1
check_rsync_status "$LogDir/centos7Mysql5.7.7log"

# mysql 8.0 yumrepo

# $RsyncCommand "$Mirrorbomain"/repo/mysql-repo/yum/mysql-8.0-
community/el/6/x86_64/ "$Centos6Mysql8_0" >> "$LogDir/centos6Mysql8.0.Tog" 2>&1
# check_rsync_status "$LogDir/centos6Mysql8.0.Tog"

$RsyncCommand "$Mirrorbomain"/repo/mysql-repo/yum/mysql-8.0-
community/el/7/x86_64/ "$Centos7Mysql8_0" >> "$LogDir/centos7Mysql18.0.7og" 2>&1
check_rsync_status "$LogDir/centos7Mysql18.0.Tog"

1026RERFE , HEARS [ATOTIR
27 . &in SR EHEANY

#!/bin/bash

#—Hur

historyTime=$(date "+%Y-%m-%d %H" -d 'l month ago')
echo ${historyTime}

historyTimeStamp=$(date -d "$historyTime" +%s)

echo ${historyTimeStamp}

#— R
$(date "+%Y-%m-%d %H" -d '7 day ago')

#AH—H—H
date_this_month="date +%Y%m01l"


af://n145

#—KHl
date_today="date -d 'l day ago' +%Y%m%d "

#— /N
$(date "+%Y-%m-%d %H" -d '-1 hours')

28.DOSKGERRE (BEhRFisBIEIP)

#!/bin/bash
DATE=$ (date +%d/%b/%Y :%H:%M)
#nginxH &
LOG_FILE=/usr/local/nginx/Togs/demo2.access.log
#o3H AU 147 L
ABNORMAL_IP=$(tail -n5000 $LOG_FILE |grep $DATE |awk '{a[$1]++3}END{for(i in
a)if(alil>10)print i}")
for IP in $ABNORMAL_IP; do
if [ $(iptables -vnL |grep -c "$IP") -eq 0 ]; then
iptables -I INPUT -s $IP -j DROP
echo "$(date +'%F_%T') $IP" >> /tmp/drop_ip.Tlog
fi
done

29 tELES DI BPHIZ AR

#!/bin/bash
USER_LIST=$@
USER_FILE=./user.info
for USER in $USER_LIST;do
if ! id $USER &>/dev/null; then
PASS=$(echo $RANDOM |md5sum |cut -c 1-8)
useradd $USER
echo $PASS | passwd --stdin $USER &>/dev/null
echo "$USER  $PASS" >> SUSER_FILE
echo "$USER User create successful."
else
echo "$USER User already exists!"
fi
done

30.1EEUbuntu 20.04_ EZRZLAMPIRSSEE M
WordPressiE®

B https://www.linuxmi.com/ubuntu-20-04-lamp-wordpress.html

#/bin/sh

install_dir="/var/www/html"

#Creating Random WP Database Credenitals
db_name="wp date +%s "

db_user=%$db_name

db_password="date |md5sum |cut -c '1-12'"
sleep 1

mysqglrootpass="date |md5sum |cut -c '1-12'"
sleep 1


af://n147
af://n149
af://n151
https://www.linuxmi.com/ubuntu-20-04-lamp-wordpress.html

#### Install Packages for https and mysql
apt -y install apache2
apt -y install mysql-server

#### Start http

rm /var/www/html/index.htm]l
systemct] enable apache2
systemct] start apache2

#### Start mysql and set root password

systemct] enable mysql
systemct] start mysql

/usr/bin/mysql -e "USE mysql;"

/usr/bin/mysql -e "UPDATE user SET Password=PASSWORD($mysqlrootpass) WHERE
user="'root';"

/usr/bin/mysql -e "FLUSH PRIVILEGES;"

touch /root/.my.cnf

chmod 640 /root/.my.cnf

echo "[client]">>/root/.my.cnf

echo "user=root">>/root/.my.cnf

echo "password="3$mysqlrootpass>>/root/.my.cnf
####Install PHP

apt -y install php

apt -y php-mysql

apt -y php-gd

sed -i '0,/AlTowoverride\ None/! {0,/AlTowOverride\ None/ s/AllowOverride\
None/Allowoverride\ Al11/}' /etc/apache2/apache2.conf #Allow htaccess usage

systemct] restart apache2

####Download and extract latest wordPress Package

if test -f /tmp/latest.tar.gz

then

echo "wP is already downloaded."

else

echo "Downloading wordPress"

cd /tmp/ && wget "http://wordpress.org/latest.tar.gz";
fi

/bin/tar -C $install_dir -zxf /tmp/Tatest.tar.gz --strip-components=1
chown www-data: $install_dir -R

#### Create wWP-config and set DB credentials
/bin/mv $install_dir/wp-config-sample.php $install_dir/wp-config.php

/bin/sed -i "s/database_name_here/$db_name/g" $install_dir/wp-config.php
/bin/sed -i "s/username_here/$db_user/g" $install_dir/wp-config.php
/bin/sed -i "s/password_here/$db_password/g" $install_dir/wp-config.php

cat << EOF >> $install_dir/wp-config.php
define('FS_METHOD', 'direct');
EOF



cat << EOF >> $install_dir/.htaccess
# BEGIN WordPress

<IfModule mod_rewrite.c>
RewriteEngine On

RewriteBase /

RewriteRule Aindex.php$ - [L]
RewriteCond %{REQUEST_FILENAME} !-f
RewriteCond %{REQUEST_FILENAME} !-d
RewriteRule . /index.php [L]
</IfModule>

# END WordPress

EOF

chown www-data: $install_dir -R

#it### Set WP Salts

grep -A50 'table_prefix' $install_dir/wp-config.php > /tmp/wp-tmp-config
/bin/sed -i '/**#@/,/$p/d"' $install_dir/wp-config.php

/usr/bin/lynx --dump -width 200 https://api.wordpress.org/secret-key/1.1/salt/ >>
$install_dir/wp-config.php

/bin/cat /tmp/wp-tmp-config >> $install_dir/wp-config.php && rm /tmp/wp-tmp-
config -f

/usr/bin/mysql -u root -e "CREATE DATABASE $db_name"

/usr/bin/mysql -u root -e "CREATE USER '$db_name'@'localhost' IDENTIFIED WITH
mysql_native_password BY '$db_password';"

/usr/bin/mysgql -u root -e "GRANT ALL PRIVILEGES ON $db_name.* TO
'$db_user'@'localhost';"

######Display generated passwords to log file.

echo "Database Name: " $db_name

echo "Database User: " $db_user

echo "Database Password: " $db_password

echo "Mysql root password: " $mysqglrootpass
31.8XBulF{B MySQL £UEEE

#!/bin/sh

# Database info
DB_USER="batsing"
DB_PASS="batsingpw"
DB_HOST="Tocalhost"
DB_NAME="timepusher"

# AR
BIN_DIR="/usr/bin" #mysql binigiz
BCK_DIR="/mnt/mysqlBackup" # CFH %

DATE= date +%F"

# TODO

# /usr/bin/mysqldump --opt -ubatsing -pbatsingpw -hlocalhost timepusher >
/mnt/mysqlBackup/db_"date +%F .sql

$BIN_DIR/mysqldump --opt -u$DB_USER -p$DB_PASS -h$DB_HOST $DB_NAME >
$BCK_DIR/db_$DATE.sql

#3107 H i R
#Hmysql-front F AR —KM *.sql SCHRIAIKE Hds
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32.MySQL ZiEER{BERIER

#!/bin/bash

DATE=$ (date +%F_%H-%M-%S)

HOoST=localhost

USER=backup

PASS=123.com

BACKUP_DIR=/data/db_backup

DB_LIST=$(mysql -h$HOST -u$USER -p$PASS -s -e "show databases;" 2>/dev/null
|egrep -v "Database|information_schema|mysql|performance_schema|sys")

for DB in $DB_LIST; do
BACKUP_NAME=$BACKUP_DIR/${DB}_${DATE}.sq]l

if | mysqldump -h$HOST -u$USER -p$PASS -B $DB > $BACKUP_NAME 2>/dev/null;
then
echo "$BACKUP_NAME #&# 5!
i
done

33.MySQL ZiREEEF RSB

#!/bin/bash

DATE=$ (date +%F_%H-%M-%S)

HOST=localhost

USER=backup

PASS=123.com

BACKUP_DIR=/data/db_backup

DB_LIST=$(mysql -h$HOST -u$USER -p$PASS -s -e "show databases;" 2>/dev/null
|egrep -v "Database|information_schema|mysql|performance_schema|sys")

for DB in $DB_LIST; do
BACKUP_DB_DIR=$BACKUP_DIR/${DB}_${DATE}
[ ! -d $BACKUP_DB_DIR ] && mkdir -p $BACKUP_DB_DIR &>/dev/null
TABLE_LIST=$(mysql -h$HOST -u$USER -p$PASS -s -e "use $DB;show tables;"
2>/dev/null)
for TABLE in $TABLE_LIST; do
BACKUP_NAME=$BACKUP_DB_DIR/${TABLE}.sql

if ! mysqldump -h$HOST -u$USER -p$PASS $DB $TABLE > $BACKUP_NAME
2>/dev/null; then
echo "$BACKUP_NAME #{720g!"
fi
done
done

34.Nginx BEIRERINE

#!/bin/bash

#2eR Ha T HE S
base_log_path="'/usr/local/openresty/nginx/logs/access.log'
base_error_path="'/usr/local/openresty/nginx/logs/error.log'

#5 ORI H R AL E
log_path="/data_lytdev_dir/nginx/logs/"'


af://n156
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#ARWA 1r
Tog_month=$(date -d yesterday +"%Y%m")

#RWAT— R B GEZRERSN, MERAEM H B2 2 R a i H &)
Tog_day=$(date -d yesterday +"%d")

#TESRE AL E A @ ik
mkdir -p $log_path/$Tog_month

#i R HR T HE S, BB E G E
mv $base_log_path $1og_path/$Tog_month/access_$Tlog_day.Tlog
mv $base_error_path $log_path/$1og_month/error_$log_day.log

#EE G S ERIDIRHE
#USRL Fornginx(E 546, YIE HE
ki1l -USR1 "cat /usr/local/openresty/nginx/logs/nginx.pid’

#HRERLEVEHE
* 1 * * * /usr/local/openresty/nginx/logs/log_rotate.sh

35.4 5 10 MBI EFEFF EARHIL L ERX(ENRIVE

#!/bin/bash

declare -i min max

declare -a nums

for ((i=0;1i<10;1i++));do
nums [$1]=$RANDOM
[ $i -eq 0 ] && min=${nums[0]} && max=${nums[0]3}&& continue
[ ${nums[$i]} -gt $max ] && max=${nums[$i]}
[ ${nums[$i]} -1t $min ] && min=${nums[$i]}

done

echo "A11 numbers are ${nums[*]}"

echo Max 1is $max

echo Min is $min


af://n162

linuxmi@linuxmi: ~/www.linuxmi.com

linuxmi@linuxmi: ~/www.linuxmi.com 71x15

B! /bin/bash

linuxmi@linwm'u ~fwww.linuxmi.com 70x7
- ./www.linuxmi.com.sh
All numbers are 1628 3478 1983 14442 19730 354 27278 6836 22551 22823
Max is 27278
Min is 354

$ [

36. EEM-REMfE

#!/bin/bash

NIC=$1

echo -e " In ---—--- out"

while true; do
OLD_IN=$Cawk '$0~"'"$NIC'"{print $2}' /proc/net/dev)
oLD_ouT=$Cawk '$0~"'$NIC'"{print $10}' /proc/net/dev)
sleep 1
NEW_IN=$(awk '$0~"'$NIC'"{print $2}' /proc/net/dev)
NEW_ouT=$(awk '$0~"'$NIC'"{print $10}' /proc/net/dev)
IN=$(printf "%.1f%s" "$(C(SNEW_IN-$OLD_IN)/1024))" "KB/s")
ouT=$(printf "%.1f%s" "$(((SNEW_OUT-$0LD_OUT)/1024))" "KB/s")
echo "$IN $ouT"
sleep 1

done
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linuxmi@linuxmi: ~fwww.linuxmi.com

linuxmi@linuxmi: ~/www.linuxmi.com 74x15

! /bin/bash

linuxmi@linuxmi: ~/www.linuxmi.com 73x16
z S ./www.linuxmi.com.sh ens33
Out
.0KB/s
.0KB/s
1.0KB/s 1.0KB/s
195.0KB/s 9.0KB/s
18.0KB/s 1.0KB/s
21.0KB/s 1.0KB/s
722.0KB/s 24.0KB/s
2.0KB/s 2.0KB/s
0.0KB/s 0.0KB/s
0.0KB/s 0.0KB/s
0.0KB/s 0.0KB/s
6.0KB/s 2.0KB/s
23.0KB/s 4.0KB/s
44.0KB/s 7.0KB/s

27-363kH: Linuxi¥, https://www.linuxmi.com/shell-script-10.html

37 RS R RECEA IR

#/bin/bash
# 22 RGVERR AT L AR
yum install gcc make autoconf vim sysstat net-tools iostat iftop iotp wget lrzsz

1sof unzip openssh-clients net-tool vim ntpdate -y
# BB X IR P ]
In -s /usr/share/zoneinfo/Asia/Shanghai /etc/localtime
if | crontab -1 |grep ntpdate &>/dev/null ; then
(echo "* 1 * * * ntpdate time.windows.com >/dev/null 2>&1";crontab -1)
| crontab
fi

# ZEfselinux
sed -i '"/SELINUX/{s/permissive/disabled/}' /etc/selinux/config

# R KA

if egrep "7.[0-9]" /etc/redhat-release &>/dev/null; then
systemct] stop firewalld
systemct] disable firewalld

elif egrep "6.[0-9]" /etc/redhat-release &>/dev/null; then
service iptables stop
chkconfig iptables off



https://www.linuxmi.com/shell-script-10.html
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fi

# D74 Won AR A
if | grep HISTTIMEFORMAT /etc/bashrc; then

echo 'export HISTTIMEFORMAT="%Y-%m-%d %H:%M:%S “whoami "' >> /etc/bashrc
fi

# SSHiHES Y [A]

if | grep "TMOUT=600" /etc/profile &>/dev/null; then
echo "export TMOUT=600" >> /etc/profile

fi

# ZEibroot@E R VN4 RGN @A, 4sufrootA R
sed -i 's/#PermitRootLogin yes/PermitRootLogin no/' /etc/ssh/sshd_config

# 251k E NHE S n) A A
sed -i 's/AMAILTO=root/MAILTO=""/' /etc/crontab

# W E BRI I S
if | grep "* soft nofile 65535" /etc/security/limits.conf &>/dev/null; then
cat >> /etc/security/limits.conf << EOF
* soft nofile 65535
* hard nofile 65535
EOF
fi

# RENZMAL

cat >> /etc/sysctl.conf << EOF
net.ipv4.tcp_syncookies = 1
net.ipv4.tcp_max_tw_buckets = 20480
net.ipv4.tcp_max_syn_backlog = 20480
net.core.netdev_max_backlog = 262144
net.ipv4.tcp_fin_timeout = 20

EOF

# k> SwAPE
echo "0" > /proc/sys/vm/swappiness

38.{tEIES MR HIZERS

#!/bin/bash
USER_LIST=$@
USER_FILE=./user.info
for USER in $USER_LIST;do
if ! id $USER &>/dev/null; then
PASS=$(echo $RANDOM |[md5sum |[cut -c 1-8)
useradd $USER
echo $PASS | passwd --stdin $USER &>/dev/null
echo "$USER  $PASS"™ >> SUSER_FILE
echo "$USER User create successful."
else
echo "$USER User already exists!"
fi
done

39.— 2 EBIRSZBSEFIAER
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#!/bin/bash
function cpu(){

utiTl=$(vmstat | awk '{if(NR==3)print $13+$14}")
iowait=$(vmstat | awk '{if(NR==3)print $16}')
echo "cPU -fHfZ: ${util}% ,Sf RS TOMMN TR : ${iowait}:${iowait}%"

}

function memory (){

total="free -m |awk '{if(NR==2)printf "%.1f",$2/1024}'"
used="free -m |awk '{if(NR==2) printf "%.1f",($2-$NF)/1024}'"
available="free -m |awk '{if(NR==2) printf "%.1f",$NF/1024}""
echo "W - BA/: ${totallc , fffl: ${used}c , F4: ${available}G"
}
disk({

fs=$(df -h Jawk '/A\/dev/{print $1}')
for p in $fs; do
mounted=$(df -h Jawk '$1==""$p'"{print $NF}')
size=$(df -h Jawk '$1==""$p"'"{print $23}')
used=$(df -h |awk '$1==""$p'"{print $3}')
used_percent=$(df -h [awk '$1==""$p'"{print $5}')
echo "fE#E - H#HS: $mounted , HK/h: $size , {ff: Sused , HHFR:
$used_percent"
done

}
function tcp_status() {
summary=$(ss -antp |awk '{status[$1]++}END{for(i in status) printf
i":"status[i]" "}')
echo "TCP&EEZRE - $summary"
}
cpu
memory
disk
tcp_status

40.3:H G FHCPU RfFI SRIHIE

#!/bin/bash

echo "---———---—-————————- CuPfHHEILIOH F---- - - "
ps -eo user,pid,pcpu,pmem,args --sort=-pcpu |head -n 10
echo "------—-—---——————- WEERAML0HF - - - - - - === - "

ps -eo user,pid,pcpu,pmem,args --sort=-pmem |head -n 10

41. EE5M<RERRE
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#!/bin/bash

eth0=$1

echo -e "R - - E A "

while true; do

old_in=$(cat /proc/net/dev |grep $eth0 |awk '{print $2}')
old_out=$(cat /proc/net/dev |grep $ethO |awk '{print $103}')
sleep 1

new_in=$(cat /proc/net/dev |grep $eth0 |awk '{print $2}')
new_out=$(cat /proc/net/dev |grep $eth0 |awk '{print $10}')
in=$(printf "%.1f%s" "$((($new_in-$01d_in)/1024))" "KB/s")
out=$(printf "%.1f%s" "$((($new_out-$old_out)/1024))" "KB/s")
echo "$in $out”

done

42. 512 S RS R ETIR=RE

#!/bin/bash
HOST_INFO=host.info
for IP in $Cawk '/A[A#]/{print $1}' $HOST_INFO); do
#IUH 7 44 Ft 1
USER=$(awk -v ip=$IP 'ip==$1{print $2}' $HOST_INFO)
PORT=$(awk -v ip=$IP "ip==$1{print $3}' $HOST_INFO)
#OVERIGE S, RIS B
TMP_FILE=/tmp/disk.tmp
#ilIE A HEFAR I ENLAAE B
ssh -p $PORT $USER@$IP 'df -h' > $TMP_FILE
#5r BT A, 5 23]
USE_RATE_LIST=$(awk 'BEGIN{OFS="="}/A\/dev/{print $NF,int($5)}' $TMP_FILE)
#EAHEA IR, AT R
for USE_RATE in $USE_RATE_LIST; do
#WHES (=) LGURME HEAATR
PART_NAME=$ {USE_RATE%=*}
#HUH S (=) AORE  RERH 2
USE_RATE=${USE_RATE#*=}
#IEAT HI W
if [ $USE_RATE -ge 80 ]; then
echo "warning: $PART_NAME Partition usage $USE_RATE%!"
echo "M% SIPHFAL I S Id &, W &HHEE" | mail -s "R EEE" RIUqg@gq. com

else
echo "HR457SIPIYISPART_NAME H 325 8] R 17"
fi
done
done

43 #E St PSR E 5w FHf S

#!/bin/bash
URL_LIST="www.baidu.com www.ctnrs.com www.der-matech.net.cn www.der-matech.com.cn
www.der-matech.cn www.der-matech.top www.der-matech.org"
for URL in $URL_LIST; do
FAIL_COUNT=0
for ((i=1;i<=3;i++)); do
HTTP_CODE=$(curl -o /dev/null --connect-timeout 3 -s -w "%{http_code}"
$URL)
if [ $HTTP_CODE -eq 200 ]; then
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echo "$URL OK"
break
else
echo "$URL retry $FAIL_COUNT"
Tet FAIL_COUNT++
fi
done
if [ $FAIL_COUNT -eq 3 ]; then
echo "warning: $URL Access failure!"
echo "MuFSURLIAH, & &IFALFE" | mail -s "SURLMELEE" 1794748404@qq. com
fi
done

44 EEFNiTtENITIRSHE

#!/bin/bash
COMMAND=$*
HOST_INFO=host.info
for IP in $Cawk '/A[A#]/{print $1}' $HOST_INFO); do
USER=$ (awk -v ip=$IP "ip==$%$1{print $2}' $HOST_INFO)
PORT=$(awk -v ip=$IP '"ip==$1{print $3}' $HOST_INFO)
PASS=$(awk -v ip=$IP '"ip==$1{print $4}' $HOST_INFO)
expect -c "
spawn ssh -p $PORT $USERQ@$IP
expect {
\"(yes/no)\" {send \"yes\r\"; exp_continue}
\"password:\" {send \"$PASS\r\"; exp_continue}
\"$USER@*\" {send \"$COMMAND\r exit\r\"; exp_continue}

45 —{2ERE LN M PR ES A

#!/bin/bash
NGINX_V=1.15.6
PHP_V=5.6.36
TMP_DIR=/tmp

INSTALL_DIR=/usr/local
PWD_C=$PWD

echo

echo -e "\tMenu\n"

echo -e "1. Install Nginx"
echo -e "2. Install PHP"
echo -e "3. Install MysqQL"
echo -e "4. Deploy LNMP"
echo -e "9. qQuit"

function command_status_check() {
if [ $? -ne 0 1; then
echo $1
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exit
fi

function install_nginx() {
cd $TMP_DIR
yum install -y gcc gcc-c++ make openssl-devel pcre-devel wget
wget http://nginx.org/download/nginx-${NGINX_V}.tar.gz
tar zxf nginx-${NGINX_V}.tar.gz
cd nginx-${NGINX_V}
./configure --prefix=$INSTALL_DIR/nginx \
--with-http_ss1_module \
--with-http_stub_status_module \
--with-stream
command_status_check "Nginx - “F&¥EMA LM "
make -j 4
command_status_check "Nginx - #ZwiFJc!
make install
command_status_check "Nginx - Zz3Emc "
mkdir -p $INSTALL_DIR/nginx/conf/vhost
alias cp=cp ; cp -rf $PwWD_C/nginx.conf $INSTALL_DIR/nginx/conf
rm -rf $INSTALL_DIR/nginx/html/*
echo "ok" > $INSTALL_DIR/nginx/html/status.html
echo '<?php echo "ok"?>' > $INSTALL_DIR/nginx/html/status.php
$INSTALL_DIR/nginx/sbin/nginx
command_status_check "Nginx - @zt "

function install_php(Q) {
cd $TMP_DIR

yum install -y gcc gcc-c++ make gd-devel Tibxml12-devel \
Tibcurl-devel 1ibjpeg-devel 1libpng-devel openssl-devel \
Tibmcrypt-devel libxslt-devel Tlibtidy-devel

wget http://docs.php.net/distributions/php-${PHP_V}.tar.gz

tar zxf php-${PHP_V}.tar.gz

cd php-${PHP_V}

./configure --prefix=$INSTALL_DIR/php \

--with-config-file-path=$INSTALL_DIR/php/etc \

--enable-fpm --enable-opcache \

--with-mysql --with-mysqli --with-pdo-mysql \

--with-openss1 --with-z1lib --with-curl --with-gd \

--with-jpeg-dir --with-png-dir --with-freetype-dir \

--enable-mbstring --enable-hash

command_status_check "PHP - F&IEIM AN "

make -j 4

command_status_check "PHP - #ii¥ki! "

make install

command_status_check "PHP - Zzfskig! ™

cp php.ini-production $INSTALL_DIR/php/etc/php.ini

cp sapi/fpm/php-fpm.conf $INSTALL_DIR/php/etc/php-fpm.conf

cp sapi/fpm/init.d.php-fpm /etc/init.d/php-fpm

chmod +x /etc/init.d/php-fpm

/etc/init.d/php-fpm start

command_status_check "PHP - JE#%KN! "

read -p "iEfIAGT: " number

case $number 1in



D
install_nginx;;

2)
install_php;;
3)
install_mysql;;
4)
install_nginx
install_php
9)
exit;;
esac

46 1IEMYySQLENRAZ R SESREHE

#!/bin/bash
HOST=Tocalhost
USER=root
PASSWD=123.com
I0_SQL_STATUS=$(mysql -h$HOST -u$USER -p$PASSWD -e 'show sTave status\G'
2>/dev/null |awk '/Slave_.*_Running:/{print $1$2}')
for i in $I0_SQL_STATUS; do

THREAD_STATUS_NAME=${1%:*}

THREAD_STATUS=${i#*:}

if [ "$THREAD_STATUS" != "ves" ]; then

echo "Error: MySQL Master-Slave $THREAD_STATUS_NAME status is

$THREAD_STATUS!" |mail -s "Master-Slave Staus" xxx@163.com

fi
done

47 MySqlEREESR R

PEER

mysqgldump -uroot -pxxx -B A > A.sql

#!/bin/bash

DATE=$ (date +%F_%H-%M-%S)

HOoST=localhost

USER=backup

PASS=123.com

BACKUP_DIR=/data/db_backup

DB_LIST=$(mysql -h$HOST -u$USER -p$PASS -s -e "show databases;" 2>/dev/null
|egrep -v "Database|information_schema|mysql|performance_schema|sys")

for DB in $DB_LIST; do
BACKUP_NAME=$BACKUP_DIR/${DB}_${DATE}.sql
if | mysqldump -h$HOST -u$USER -p$PASS -B $DB > $BACKUP_NAME 2>/dev/null;
then
echo "$BACKUP_NAME #&# 5!
i
done
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PEREH

mysqgldump -uroot -pxxx -A t > t.sql

#!/bin/bash

DATE=$(date +%F_%H-%M-%S)

HOoST=localhost

USER=backup

PASS=123.com

BACKUP_DIR=/data/db_backup

DB_LIST=$(mysql -h$HOST -u$USER -p$PASS -s -e "show databases;" 2>/dev/null
|egrep -v "Database|information_schema|mysql|performance_schema|sys")

for DB in $DB_LIST; do
BACKUP_DB_DIR=$BACKUP_DIR/${DB}_${DATE}
[ ! -d $BACKUP_DB_DIR ] && mkdir -p $BACKUP_DB_DIR &>/dev/null
TABLE_LIST=$(mysql -h$HOST -u$USER -p$PASS -s -e "use $DB;show tables;"
2>/dev/null)
for TABLE in $TABLE_LIST; do
BACKUP_NAME=$BACKUP_DB_DIR/${TABLE}.sq]
if | mysqldump -h$HOST -u$USER -p$PASS $DB $TABLE > $BACKUP_NAME
2>/dev/null; then
echo "$BACKUP_NAME #f/32clir!™
fi
done
done

48.NginxihABED

#!/bin/bash

# HEMKL: $remote_addr - $remote_user [$time_Tocal] "$request"” $status
$body_bytes_sent "$http_referer” "$http_user_agent" "$http_x_forwarded_for"
LOG_FILE=$1

echo "% K104 IP"

awk '"{a[$1]++}END{print "uv:",length(a);for(v in a)print v,a[v]}' $LOG_FILE |sort
-k2 -nr |head -10

echo "-- - - - —— -

echo "Gt (Al Bt A i 2 IP"
awk '$4>="[01/Dec/2018:13:20:25" && $4<="[27/Nov/2018:16:20:49"{a[$1]++}IEND{for(v
in a)print v,alv]}' $LOG_FILE |sort -k2 -nr|head -10

echo "-------—mmmmm

echo "Sil i ik 2 10T "

awk '{a[$7]1++3IEND{print "Pv:",length(a);for(v in a){ifCa[v]>10)print v,alv]}}"'
$LOG_FILE |sort -k2 -nr

AdE "osososososososomnnonos

echo "Gity Al THEPR A RS K E "

awk '{a[$7" "$9]++}IEND{for(v in a){if(a[v]>5)print v,a[v]}}' $LOG_FILE |sort -k3
-nr

49.NginxifBEBzEX (B, B) thE

#!/bin/bash
#nginxHEHZ
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LOG_DIR=/www/server/nginx/logs
#ARME) b — R[]

YESTERDAY_TIME=$(date -d "yesterday" +%F)
#YUERY H S H ]
LOG_MONTH_DIR=$LOG_DIR/$(date +"%Y-%m")
#IARS H & 142

LOG_FILE_LIST="access.log"

for LOG_FILE in $LOG_FILE_LIST; do

[ ! -d $LOG_MONTH_DIR ] && mkdir -p $LOG_MONTH_DIR

mv $LOG_DIR/$LOG_FILE $LOG_MONTH_DIR/${LOG_FILE}_${YESTERDAY_TIME}
done

ki1l -USR1l $(cat $LOG_DIR/nginx.pid)

50.B&14&fh)avaliF (Tomcat)

#!/bin/bash
DATE=$(date +%F_%T)

TOMCAT_NAME=$1
TOMCAT_DIR=/usr/Tocal/$TOMCAT_NAME
ROOT=$TOMCAT_DIR/webapps/ROOT

BACKUP_DIR=/data/backup
WORK_DIR=/tmp
PROJECT_NAME=tomcat-java-demo

# R
cd $WORK_DIR
if [ ! -d $PROJECT_NAME ]; then
git clone https://github.com/1izhenliang/tomcat-java-demo
cd $PROJECT_NAME
else
cd $PROJECT_NAME
git pull
fi

# Hg
mvn clean package -Dmaven.test.skip=true
if [ $? -ne 0 ]; then
echo "maven build failure!"
exit 1
fi

# HE

TOMCAT_PID=$(ps -ef |grep "$TOMCAT_NAME" |egrep -v "grep|$$" |awk 'NR==1{print
$21")

[ -n "$TOMCAT_PID" ] && kill -9 $TOMCAT_PID

[ -d $ROOT ] && mv $ROOT $BACKUP_DIR/${TOMCAT_NAME}_ROOT$DATE

unzip $WORK_DIR/$PROJECT_NAME/target/*.war -d $ROOT

$TOMCAT_DIR/bin/startup.sh

51.B&1&HBPHPIRE
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#!/bin/bash
DATE=$(date +%F_%T)

WWWROOT=/usr/local/nginx/html/$1

BACKUP_DIR=/data/backup
WORK_DIR=/tmp
PROJECT_NAME=php-demo

# HHRY
cd $WORK_DIR
if [ ! -d $PROJECT_NAME ]; then
git clone https://github.com/1izhenliang/php-demo
cd $PROJECT_NAME
else
cd $PROJECT_NAME
git pull
fi

# WE
if [ ! -d $WwWwWROOT ]; then

mkdir -p $WwWwROOT

rsync -avz --exclude=.git $WORK_DIR/$PROJECT_NAME/* $WWWROOT
else

rsync -avz --exclude=.git $WORK_DIR/$PROJECT_NAME/* $WWWROOT
i

52.DOSKLRGE (BT #IEIP)

#!/bin/bash
DATE=$ (date +%d/%b/%Y :%H :%M)
#nginxH &
LOG_FILE=/usr/local/nginx/Togs/demo2.access.log
#53H11 pI T I 1 5
ABNORMAL_IP=$(tail -n5000 $LOG_FILE |grep $DATE |awk '{a[$1]++}END{for(i in
a)if(alil>10)print i}")
for IP in $ABNORMAL_IP; do
if [ $(iptables -vnL |[grep -c "$IP") -eq 0 ]; then
iptables -I INPUT -s $IP -j DROP
echo "$(date +'%F_%T') $IP" >> /tmp/drop_ip.Tlog
fi
done

53. BRAEIENSEE
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#!/bin/bash

MON_DIR=/o0pt
inotifywait -mgqr --format %f -e create $MON_DIR |\
while read files; do

#1E] A

rsync -avz /opt /tmp/opt

#RLI A R AR T

#echo "$(date +'%F %T') create $files" | mail -s "dir monitor" xxx@1l63.com

done

37-53 & : EEERK HHE:

blog.csdn.net/heian_99/article/details/104027379

54. AithikiEBEl A auto build.sh

ARSI T:

#/bin/bash
remote_ip=172.160.111.32
remote_hostname=1yn

case $1 1in
1) echo -e '"\033[0;42m Ethernet dhcp \033[Om'
VAR="enol"
2) echo -e '"\033[0;46m wireless dhcp \033[Om'
VAR="wlol"

esac

HOST_IP=$(ifconfig $VAR | grep "inet" | grep -v inet6| awk '{ print $2}' | awk -
F: "{print $1}")
echo "parse ip is:" $HOST_IP
if [[ ! -n "${HOST_IP}" ]] ;then
echo -e "\033[0;31m input local ip \033[Om"
read local_ip
else
if [[ ! $Cecho "${HOST_IP}" | awk -F. '{printf $1}') == "192" 1]] ;then
Tocal_ip=$HOST_IP
else
echo -e "\033[0;31m error ip \033[Om"
exit 0
fi
fi
#exit 0
if [[ $2 == 1 1];then
build_opt="all_build"
else
build_opt=
fi
ssh -t ${remote_hostname}@${remote_ip} "/home/lyn/build.sh ip=${local_ip}
${build_opt}"

BB B RAER:
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switch casefEHl, if else, BEE, TEFEBRE.

B%E—/ switch case

LA ERE R TiptltaFE, EAREENSIES, HAVBMERMRBNLER, BrHRSZEMNE
W, FAwifiZEsE, XMIHRSHTRKIpHBIAIX S, SFEEA /auto_build.sh 1HIRR, MRS
1TfEMreno 1 MEHECHiptbil, FREIN /auto_build.sh 289FHERUISEEFrwlo1wifiS ELAJip.

EEEZRERATEREITE, #TXEANRE, WTFAR:

5 . Sfauto_buil

Ethernet dhcp
parse ip 15: 1
Sun Mowv 14 17

fprojectsfvocto/y

jocto-bulld ftmps

KFAREFEPAIER DX MRS — MR, XE—MEXASLIRERTRE, BUFErSAE ORI, &
fIIELINnUXZiREBRAREREFIENEE, XNERNIESEERRIE, HlaNlogFERk D JITEDAHE,
error2il &, EERGE, ZEEEHBS.

ERBFTEDKEI MBI :

BN FYLAEHIFRFESC k. ZFRAIASCIREHHFIFRT 27, +NAHIZRZA0x1B, J\HHIFRSR
59033, ZBEEEN FHRBIR N, HBELIESCHILIES [Tk, iZiCaRRsIFR i HIEy8 | 5445
(CSI, Control Sequence Intro), EFH "\033[' &% "\e[' {XE&.

B YR RERTREMER, AISRAUTSI:

\033[ Param {;Param;...}m

%

\e[ Param {;Param;...}m
Hep, \033(5\e[BISHENFFY, 'mETRREBUFHEIRIE L.
Hit, BigENFIIRERIRTERESR, BIEIA:

\033 [foR77 2 ; A S € ; # 5 tamd B 575 65 \ 033 [Om

gi\e [ 77 30; B 5t 5 1 St Gmfi 745 41\ 033 [Om

Her, "\033[0m'AFIRERIANL IR LENE, SNSRMELEREL.

R~ UM echo -e "\033[0;42m Ethernet dhcp \033[0m' #4TM%ki% ip D BECHIFTED, it
®BYZRE, e sFEEeNseRER. BERMNNAEE, ARAUE—TMN\EERENXEXE
printff TEQAEEIX AT,

iE: FIEDloght RIS B echo BfEF -eS#4,


af://n281
af://n283
https://mp.weixin.qq.com/s?__biz=Mzg5MDU1OTgzMw==&mid=2247490215&idx=1&sn=2674b5053bc3d5c0ae4a44a3b594cb9b&scene=21#wechat_redirect

HNEBHESERG S SR ithip

HOST_IP=$(ifconfig $VAR | grep "inet" | grep -v inet6| awk '{ print $2}' | awk -
F: "{print $1}")

B—LLEEBRTE

E—£: ifconfig eno

Tyn@lyn:~/Documents/work-data/download_data$ ifconfig enol
enol: flags=4163<UP,BROADCAST,RUNNING,MULTICAST> mtu 1500
inet 172.16.30.147 netmask 255.255.255.0 broadcast 172.16.30.255
inet6 fe80::ca7:d954:67e0:7c60 prefixlen 64 scopeid 0x20<Tink>
ether f8:b4:6a:bd:dd:92 txqueuelen 1000 (Ethernet)
RX packets 3678600 bytes 3470673356 (3.4 GB)
RX errors O dropped 36842 overruns 0 frame 0O
TX packets 2229431 bytes 995696588 (995.6 MB)
TX errors 0O

A& EERifconfigERip, (BEERifconfigiRBIFNEIETZ, MmBAILPrERERS RE—E8n T
(=

S ifconfig

5.8.8
uelen @

erruns @ carrier 8 collisions @

carrier 8 collisions

carrier 8@ collisions

vmnetl: DCAS mtu

carrier @ collisions @

FTLAFKAIfERifconfigliEBiREEKip, HELRER.
& ifconfigenol | grep "inet"

EHE—LEINERET | FE—TMEBEBE TS, AgrepEHAInet=fFFAWTEIE, Tl
:

Tyn@lyn:~/Documents/work-data/download_data$ ifconfig enol | grep "inet"
inet 172.16.30.147 netmask 255.255.255.0 broadcast 172.16.30.255
inet6 fe80::ca7:d954:67e0:7c60 prefixlen 64 scopeid 0x20<Tink>
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EAFAIRFEipvathilalip, FTLAFAIELRIEinet6XI N AYHEE
= ifconfigenol | grep "inet" | grep -vinet6

{EFgrep -vip$ Al inet6 TEFRIXI N —TER

Tyn@lyn:~/Documents/work-data/download_data$ ifconfig enol | grep "inet" | grep
-v inet6
inet 172.16.30.147 netmask 255.255.255.0 broadcast 172.16.30.255
ZEPE: ifconfigenol | grep "inet" | grep -vinet6 | awk { print$2}'
A awk QBN A HANESHITIREUE, $2 TRENALSIEOBIRNE"E , -F-HEERR/
Tyn@lyn:~/Documents/work-data/download_data$ ifconfig enol | grep "inet" | grep

-v inet6| awk '{ print$2}'
172.16.30.147

KFgrep sed awkfIEFIAREAUN L EAREE—T, BER(I—RERZIREF, grep FEGRAN
BEHEIUEISA, sed BEASLRIBIVELRINSIA, awk BIESEIMUA, WA HITREZHR AL

5 ifconfig enol | grep “inet™ | grep -v ineté| awk '{ print 52}°

v ineté

l. ars @ I:lr:_:-p:-;‘;u_'-:] 8 overru S i [ [:SDN n,f@fﬂﬁ_ﬁﬁ—ﬁ

XNEHERAINAAER Tipiett, FEEBHTIZERARS A, FHEpSHFAEN.
HiRsshaBE EfsshizizhiTEsS
BAE— R FRRsshRBEE

AHAATSShEBRSHIBXRIFFRSTERE, IREWscpAMNIHEERZ SN, IPAUTIRETKA]
sshiBxap<1(E, THRERIE?

SSH & Rikopenssh-clientflik5385openssh-serverfIRIFRRZES[HAIRINEE, RFEERE
openssh-client (ubuntuB2kiAZEE, WNERIZBNsudo apt-get install openssh-client) , WNERE(FH|
N B8 E LAY EEBE A L% openssh-server (sudo apt-get install openssh-server)

FATETLAER ps -e | grep ssh E&EEIINAJopenssh-clientflopenssh-serveriz{TiEiR, Hessh2
client , sshd@Eserver, B MNEREAIGERapt-get install ,

% ps -e |grep ssh

& THE

sudo service ssh start &&= [FR]LUFERIX N < B,

Y 7 X MAYserverfliclientE T3k, IBIAIERAIrsaNIBIENEN N ESFLRITEE, AIAREE
ik,

1.2 PRt FATH
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ssh-keygen #p$—ERBIZEBIALERL
XN SEEARBR . sshXEE T EIEEAFASE, id_rsa (FA$H) , id_rsa.pub (A8).
2. HERARIRSS 88

ssh-copy-id -i ~/.ssh/id_rsa.pub 1yn@172.160.111.32
FEXFRGSESEIRSR LRISShBRTET
vi ~/.ssh/authorized_keys

AILIERIEFIRSARIIRSSRRAY id_rsa.pub  (23A) AE.
3 MHREER ERimBEE sshEEniZRSHE, RTUREERT.

ssh Tyn@172.160.111.32

AR EsshiniZiTIRSESBHA

ERERIEBTEN T EETEIRMEN® S, XM HERA TSI LAEREsshINSE0H# Kt Tmizi
7.

BT

TEUT— S
ssh 1yn@172.160.111.32 "1s -1"
PTEEwm<S, ERDSERARNGSRER
ssh 1yn@172.160.111.32 "1s; cat test.txt "
TR T AR AR
ssh Tyn@172.160.111.32 < test.sh
TEFUTAINEA (FUTHESERIEE) , FEH bash 8 -s 4
ssh Tyn@172.160.111.32 'bash -s' < test.sh helloworld
PUTITAEAIRIA
ssh 1yn@172.160.111.32 "/home/lyn/test.sh"

X, BREEEERFNEIEER!
EERNATERTEE, SEsshiztEMiTUT:



remote_ip=172.160.111.32

remote_hostname=1yn

local_ip=172.16.30.147

build_opt=

ssh -t ${remote_hostname}@${remote_ip} "/home/lyn/build.sh ip=${local_ip}
${build_opt}"

55.iR55 AR 4mIFMIA build.sh

HARREWT:

#!/bin/bash -e
scp_dir=/media/lyn/win_data/lyn_workdata/working/robot-ctl
downToad_data=/home/lyn/Documents/work-data/download_data

build_dir=/home/lyn/projects/yocto/yocto-build/tmp/work/aarch64-poky-Tinux/robot-
ctl/git-r0/git/
image_dir=/home/lyn/projects/yocto/yocto-build/tmp/work/aarch64-poky-Tinux/robot-
ctl/git-r0/image/robot-ctl/

remote_exec_file_dir=/home/Tyn/Documents/work-data/download_data/scp_exec.sh

all_build=No

wifi_src=No

only_scp_robot=No

strip_mode=No
ip_wireless_dhcp=170.160.111.45
ip_ethernet_dhcp=170.160.111.147
local_ip=${ip_wireless_dhcp}
host_name=1yn

date
echo -e "\033[0;31m Loading options.\033[0m"

# Load all the options.

if [ $# -eq 0 ];then
echo -e "\033[33;5m no argument \033[Om"
fi
for arg in "${@}"
do
if [[ -n "${arg}" 1] && [[ "${arg}" == "wifi" ]] ; then
wifi_src="Yves"
Tocal_ip=${ip_ethernet_dhcp}
echo -e "local connect robot wifi \n --${wifi_src}\n --ip:${Tocal_ip}."
fi
if [[ -n "${arg}" 1] && [[ "${arg}" == "scp" 1] ; then
only_scp_robot="Yes"
Tocal_ip=${ip_ethernet_dhcp}
echo -e "scp robot local connect robot wifi \n --scp:${only_scp_robot} -
-${wifi_src}\n --ip:${local_ip}."
fi
if [[ -n "${arg}" 1] && [[ "${arg}" == "all_build" ]] ; then
all_build="ves"
echo -e "all bulid"
fi
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if [[ -n "${arg}" 1] && [[ "${arg}" == "ip" 11 ; then
echo -e "\033[32m ip:=\033[0m"
read ip_addr
Tocal_ip=${ip_addr}
wifi_src="ves"
echo -e "scp robot local 1ip insert \n --scp:${only_scp_robot} -
-${wifi_src}\n --ip:${local_ip}."
fi
it [[ -n "${arg}" 1] && [[ "${arg:0:3}" == "ip=" 1] ; then
echo -e "\033[32m 1ip put:=\033[0m" ${arg#*=}
Tocal_ip=${arg#*=}
wifi_src="ves"
echo -e "scp robot local ip insert \n --scp:${only_scp_robot} -
-${wifi_src}\n --ip:${local_ip}."
fi
if [[ -n "${arg}" 1] && [[ "${arg}" == "debug" 1] ; then
echo -e "\033[32m need \033[0m" ${arg}
strip_mode="Yes"
echo -e "scp robot local ip insert \n --scp:${only_scp_robot} -
-${wifi_src}\n --ip:${local_ip}."

fi
done
if [ "${only_scp_robot}" == "No" ];then
if [ ! "${wifi_src}" == "vyes" ] ; then

echo -e "local don't connect robot wifi \n --${wifi_src}\n --ip:${local_ip}."
fi

if [ -d "${build_dir}" 1; then
cd ${build_dir}

scp -rp lyn@{local_ip}:${scp_dir}/src \
Tyn@{Tocal_ip}:${scp_dir}/include \
Tyn@{Tocal_ip}:${scp_dir}/CMakeLists.txt .

//ssh ${host_name}@${local_ip} "${remote_scp_code_dir}"

#git pull

if [ "${al1_build}" == "ves" ] ; then
./../temp/run.do_generate_toolchain_file
./../temp/run.do_configure
fi

./../temp/run.do_compile
./../temp/run.do_install

#cd /home/lyn/

if [ "${strip_mode}" == "No" ]; then
#./strip_x1000.sh
cd ${image_dir}
aarch64-Tinux-gnu-strip pp



fi

else

echo -e "\033[0;31m dir is not exist.\033[Om"
fi

fi

scp ${image_dir}/exec ${host_name}@${local_ip}:${download_data}

if [[ "${wifi_src}" == "ves" 1] || [[ "${only_scp_robot}" ]] ; then
ssh ${host_name}@${local_ip} "${remote_exec_file_dir}"
else

echo -e "no robot wifi\n"
fi

IRSERPTHMAASILRK, WHUTHIRERR, EXMHAS, KEAMRGEEBEFHRITEND
24, BUSYEREFFNEECEARNEZRES, RiEE, BNFHXHIESERE, BSHER
FRmZEENATRITEEIF, BRRFEMNESETHITHHE R BN RB R,

XA BLERRIAME—MHIEES, L NRRBEHEIRIERS.
BRSE—MERHE { $# } fl {s@ }
THERAXSHEE NHIshel ESRUSHFRINE

24

b1

$# EEEIARISE N

1588

U—EFRBRBREREASMESENSE. WA [ FERAER. LA n"/zztE

$*
HIrES#.

$$ A B THIAEIHFEIDS

$! eI THERE— " NHENIDS

s@ 5i8E, B2FERINEIS, HESISHRESNSE. e A "] EERVER.
A2 L ent IR B 240,

$- E7RShellSERAYZHEIELTT

$? ErREEGSHERIRES. 0RREEER, HitTMEXRPEER.

HAEPERT $#AMEREEMA\NSEEE, PhEHiE,

if [ $# -eq 0 ];then
echo -e "\033[33;5m no argument \033[0m"
fi

RIEERSCIEENNSEH— M ETH TR, HTZENRE.
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for arg in "${@}"
do
if [[ -n "${arg}" 1] && [[ "${arg}" == "wifi" ]] ; then
wifi_src="Yes"
Tocal_ip=${ip_ethernet_dhcp}
echo -e "local connect robot wifi \n --${wifi_src}\n --ip:${Tocal_ip}."
fi

done

HIRER T FrIeRaaaRE

if [[ -n "${arg}" 11 && [[ "${arg:0:3}" == "ip=" 1] ; then
echo -e "\033[32m ip put:=\033[0m" ${arg#*=}
Tocal_ip=${arg#*=}
wifi_src="ves"
echo -e "scp robot local ip insert \n --scp:${only_scp_robot} -
-${wifi_src}\n --ip:${local_ip}."
fi

${arg:0:3} ERAMNEIAFEONFFFHE, FR M EN3D

${arg#*=} TEN # SEE, MR '=ALFN, REBGLFHN.

EF AT AZ4ER, UREMERAHNE, SEERBREGEENNEEARE— I MRHENS=
BWRE: (shel i A=FREERISHTIE)

BigBZSE var=http://www.aaa.com/123.htm.

1. # SEE, BRETLFR, REGRFE.

echo ${var#*//}

Hrpvar ZTE%, # SEREER, *// FMNCIHFHERBRE— // SREBNREFR Bk
http:// £58RE : www.aaa.com/123.htm

2. ## SEE, BIREZOFR, REGLFE.

echo ${var##+*/}

##*| FRMNELOFERGRER (&A14L) — / SREHHNE=ZR BIER http://www.aaa.com/
52 123.htm

3. %SHE, WFELFR, FRETHFH

echo ${var%/*}

%/* TrNGBFE, MRS/ ERGIHNZER
ZEREB . http://www.aaa.com

4. %% SHEE, WERGERFE, REZTHFF

echo ${var%%/*}


af://n387
http://www.aaa.com/123.htm
http://www.aaa.com/123.htm
http://www.aaa.com/
http://www.aaa.com/

%%/* R-MaLFE, MRRE (RE8) —/ SRALINFR ERE: http:
5. NEBBNAFEFHE, RFFHNE

echo ${var:0:5}

HAP 0 ROAE—NFRFR, 5 " Ale Mg, ERE: http:
6. NEZIBENAF/HHE, —BIEISR.

echo ${var:7}

Hehpy 7 FREODFESNZEFE, —BEFIEHR, ERE © www.aaa.com/123.htm

7. NEBSBNAFEFE, RFEFHNE

echo ${var:0-7:3}

Hepy 0-7 FaBBRFECIFAIR, 3 /TN, ERE: 123
8. NEIBSENAF/HHE, —BIEISR.

echo ${var:0-7}

ETRNABECNZ/[ER, —BRIEERE, 452 123.htm
E (EINE—ZHER 0 FR, ALNE—N=/FH 0-1 ®R)
eIt LAERawk, cuti#fTEERY, XBEMA—7FHT,

56.4tlexpectEfiZ M scp_exec.shiflF

ARSI T:

#!/bin/expect
set timeout 30

set host 192.168.1.1
set user root
spawn scp /home/Tyn/Documents/work-data/download_data/ $user@$host:/opt/Tib/exec

#spawn ssh $user@$host
expect {
"*yes/no*"
{
send "yes\r"
expect "*password:*" { send "123456\r" }
}
"*password:*"
{
send "123456\r"
}
}

expect eof


http://www.aaa.com/123.htm
af://n422

H RSB ERE, HEAEREsshAHREER, BREMS, FREFAXNNEERS,
KRB ERER T expectip®, FTEARBERNEB— Texpect:

Expect ZEFRHNBPISEFR. AEHsend KIEFRFEIER., EXERER:
spawnZEBEEHIE -> expectiIREVEEXEF > sendiBISEHIERIXIEEIES > T, BH.
B5fEfexpect B IFE L expect

sudo apt-get install tcl tk expect

#1/bin/expect

expectiIER, ZE{SshellBR

set timeout 30

set BENZER": REENIE RN, BEENAHNIARTERBE

expect: spawn id exp4 not openiX ;g% S expect eof 2, sShiEEDEF AT, —HREHBATHE
XET,

EINETLAEIKIRERY timeout -1, XERERAFER, ENERZEZ M.

**set host 192.168.1.1 set user root spawn scp /home/lyn/Documents/work-
data/downToad_data/ $user@$host:/opt/Tib/exec **

spawn (expectZifERIARS) R AexpectMREA ALIAITHIexpect NERE<S, EXERITNRERLS
sSshiIE{THHEMANTR, FAREEREIES. JLIERABN— I HHE .

expect { "\*yes/no\*" { send "yes\r" expect "\*password:\*" { send "123456\r" } }
"\*password:\*" { send "123456\r" } }

expect {}: ZITHAZE, M EETICE, LECAIIEEMNM—R, BHITE5ZRY sendipd, T8, XEB
ENEFRFRERSHIIT—, BIRERIRIE, BHR NEAstT, NSREREXOmSHITHRING
WEREINEFFmARroot @ubuntu~#)IEFRF, FEBL—expectin, FRIEARE
expect{}E M.

send "yes\r"

sendfZI—NFRIBSE, FZSHREEIHE. XEMEMTREINE, SFIRABLRMESE
M. wLFAFREREITICIL ", FREE R

expect eof
expectlfT4ER, IRHERBRERF.
XBEFRREEREA T —THKEFexpect3t, EZexpectinSF, BXBAAKR, AJLABITHRS

\Y

45-55(FE: {E&E: RENEF

MEARS: THE
57 MM aIRSRIEERR FAISE—EE

#!/bin/bash
HURAHBRRHAH BB AR R BHH BB RHH BB BB RHH BB
R PR & Ak 55 2% 46 H 3% F B SO —
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HUHBHHRHBHH B AR HRHHBHR AR AR BB AR

#iEit X L & AR5 s LSO md SAE, R BRI —EUER H 1
dir=/data/web

b_ip=192.168.88.10

#¥F8 T B T IS A D R IEE Amd S sumas 2124, 348 2T A SCHEImd SE, IR 5 A\ B8 2 3
i

find $dir -type f|xargs md5sum > /tmp/md5_a.txt

ssh $b_ip "find $dir -type f|xargs md5sum > /tmp/md5_b.txt"
scp $b_ip:/tmp/md5_b.txt /tmp

#RE LA AE B xS Gt AT —— Xt

for f in "awk '{print 2} /tmp/md5 a.txt' do

#LLaWLER NARIE, b HLAS AL [0 G 1 SCPE B B AR 1 45
if grep -qw "$f" /tmp/md5_b.txt

then

md5_a="grep -w "$f" /tmp/md5_a.txt|awk '{print 1}'"
md5_b="grep -w "$f" /tmp/md5_b.txt|awk '{print 1}'"
#USCAAAAERE, W md SAEAS — 5000 4 H SOPR oo (1 25 1

if [ $md5_a != $md5_b ]Jthen

echo "$f changed."

fi

else

echo "$f deleted."”

fi

done

58. EREEIHFAR, ERHCREXN

#!/bin/bash

HHHRHH AR HARHH AR HHRH AR HHRHARHHRRAARH AR AR R HHRH AR A AR H AR AR A AR 1A
BN PAT—IRIHAR (ESSTHRD i [ED90 SR 12 sif, FF B AR B3 T I ETA SO #3525, AARERSC
i, FABEF AR Gerk B AN SCHRR N, — NSO —AT, i 2B AR # A1 H #dr 4 sk, REEE HARE
KF g ZRETHER
HHHBHHHBHARHHRHHRRHHRH AR HHRHARH AR AR R HRRH AR A AR A AR AR A AR H AR A
Togfile=/tmp/ date +%H-%F .Tlog

n="date +%H’

if [ $n -eq 00 1 || [ $n -eq 12 ]

then

#iEd ForfGH, LAFindar&AEAM 55 1E, 34 HAR B 3T BB SO ZEAT 8 7 3 (HOR B # A
for i in "find /data/log/ -type f°

do

true > $i

done

else

for i in "find /data/log/ -type f°

do

du -sh $i >> $logfile

done

fi

59. 18NN FifiE, FEMERIICRERS

#!/bin/bash

i i i i
#RID R R, HAERUE i D e H B RS — g sk — IR
#HERRXW TR
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#2019-08-12 20:40

#ens33 dinput: 1234bps

#ens33 output: 1235bps

BU#ABHHHBH AR AR HHRHHBRAHRH AR R AR AR R AR R AR LR AR R AR HHRHHS

while :

do

#REIL T AR, REEHHRERZEC, Bl HIlbug
LANG=en

logfile=/tmp/ date +%d .log

#1FIAT A 2 g5 Rt FE ] TogfileH &

exec >> $logfile

date +"%F %H:%M"

#sarfr gt ERAkb/s, HEKA Nbps, FEIHZE*1000%8
sar -n DEV 1 59|grep Average|grep ens33|awk '{print
$2,"\t","input:","\t",$5%*1000%8, "bps","\n",$2,"\t", "output:","\t", $6*1000%8, "bps
"y

echo "#####HHHHH#HHBRRAHAHE"

#HAPATsarfn & HESOF, HIEATREs eep

done

g)%'l'%}‘dﬁﬁﬁtlﬁmﬂgiﬂ?-’l\ﬁﬂ, HITEEANENEF

#!/bin/bash
HHHBHHHBHARHHRHHRRHHRH AR HHR A AR H AR AR H AR H AR AR R H AR AR
#UH SO AT BILI BT AL R A SO I A T

HHARHRHHHHH AR AR AR R HR AR AR AR H A AR AR AR AR R AR AR AR R AR AR A
#48 H awk A 5 SORATEC GRECEE —BO

n="wc -1 a.txt|awk '{print $1}'"

sum=0

#IC R —AT AT RRAETE S, AN B B H F SR P 5 k473 )7

for i in "seq 1 $n'do

#1047 AR R RI, FREA RG]

Tine="sed -n "$i"p a.txt #wc -Li&Ii, FilHKATHKE
n_n="echo $1line|sed s'/[A0-9]1//'g|wc -L°

echo $n_nsum=$[$sum+$n_n]

done

echo "sum:$sum"

RILFTAHIA

#!/bin/bash

HUHBHHRHBHHR AR R BB AR BB AR R AR R BB AR BB AR B HR AR B HR R BHL R R R AR R R AR RHRA
#H LA IS T cronz i, AFFEBIAR M ARIZAT 58 B AT 55 FREPAT IO,
#SBRG TS, K g S RIS, Tk R AR — R AR R S
BU#HBHHHBH AR HHR AR R H AR AR AR B R AR R AR AR R R B R R R R AR R H AR H AR A R AR
ps aux|grep fEEHFEL |grep -v greplawk '{print $2}'|xargs kill -9

61.M FTP BRSS88 a3


af://n468
af://n472

#!/bin/bash
if [ $# -ne 1 ]; then

echo "Usage: $0 filename"
fi
dir=$(dirname $1)
file=$(basename $1)
ftp -n -v << EOF # -n Hzh&E3%
open 192.168.1.10 # ftpiksas
user admin password
binary  # W& ftpfeiii0y i, & aMDSEAFEE. tar. gz ki g iR
cd $dir
get "$file"
EOF

62 ELHHA SN 100LIAREF, RitHl. &HIEX

#!/bin/bash
COUNT=1
SumM=0
MIN=0
MAX=100
while [ $COUNT -Te 5 ]; do
read -p "EHAL-10MEH. " INT
if [[ ! $INT =~ A[0-9]1+$ 1]1; then
echo " NLZEREE "
exit 1
elif [[ $INT -gt 100 ]]; then
echo "EIALAZEI00LI ! "
exit 1
fi
SUM=$ (($SUM+$INT))
[ $MIN -Tt $INT ] & & MIN=$INT
[ $MAX -gt $INT ] && MAX=$INT
Tet COUNT++
done
echo "sum: $sum"
echo "MIN: $MIN"
echo "mMAX: $MAX

B

#1/bin/bash # AR/ 100 LN BRI, S0 S50, A= 98 P N SR Pt T,
# N TERERT , BHEH AR AL,

# RANDOM NZR4GHWHI RS L, H N 0-32767FIBENIEL

# fFHEBREEEIEA A 1-100 1IFEHIEinum=$ [RANDOM%100+1]echo "$num"

# 1l read #H P AEHT

# MR A AW PR RN KRR -eq(BET) , -ne(CRET) , -gt (K T) , -ge (K T4%T),

# -1tChT),-1e (N TEET)

while :
do
read -p "iHEHAERT 4 1-100 FIFEHLEL, RFE: " cad
if [ $cai -eq $num ]
then
echo "#4E,BX 7"


af://n474

exit
elif [ $cai -gt $num ]
then

echo "oops, kT "
else

echo "oops, /T
i

done

63.45 Nginx i5lABE 502 1&5R, FIHEREE

BRIRIRSEEIAES Inmp, IFERAAESEHIN 502 #g, B 502 FEREES php-fpm IREEIESK,
WEERS NEHIA, —B4I 502, NEIER php-fom RS,

#5:.
#1. Uil HESC % 4%: /data/log/access. log
#2 . ARBEIEIS, F10FMA I — Ik, 10FPm) HEZHCH300%, HIL5021 LLEIAET10% (30%%) i 2 &
Ja php-fpmiR 55
#3.HE3m4N: /etc/init.d/php-fpm restart
#!/bin/bash
HARHRHHH AR AR AR AR R AR AR AR AR H ARG AR AR AR ARG AR AR R AR AR AR
#WEMINGTInx Vi HES50215 0, FHMHoH R 30 1E
HHHRHH AR H AR A AR HRRH AR HRRH AR H AR AR H AR AR H AR H R R HRH AR
log=/data/log/access.log

N=30 #¥% € RE
while :do

#EE VI H B ERH300%%, G502 1K %L

err="tail -n 300 $log |grep -c '502" '°

if [ $err -ge $N 1]

then
/etc/init.d/php-fpm restart 2> /dev/null
#BE60s IR BT LA bug S B IR E JE php- fpmik &

sleep 60

fi

sleep 10

done

64 &R IMERTS
N%S: HEBNTERSENESHMELTE, LIFEELE(ERA.
7

for i in $(echo "4 5 6"); do

eval a$i=$idone
echo $a4 $a5 $%$a6

F5ik2: BAIESE192.168.1.1{1 2HF D ARG EZE


af://n478
af://n481

num=0

for i in $(eval echo $*);do  #eval¥{1,2}/ i N1 2
let num+=1
eval node${num}="$i"

done

echo $nodel $node2 $node3

# bash a.sh 192.168.1.1{1,2}

192.168.1.11 192.168.1.12

Ji%3: arr=(4 5 6)

INDEX1=$(echo ${arr[0]1})
INDEX2=$(echo ${arr[1]1})
INDEX3=$(echo ${arr[2]1})

65 .1 EE 2

51

# touch article_{1..3}.html
# lsarticle_1.html article_2.html article_3.html
Hit: #tarticledbbs

FiE:

for file in $(1s *html); do
mv $file bbs_${file#*_}
# mv $file $(echo $file |sed -r 's/.*(_.*)/bbs\1/")
# mv $file $(echo $file |echo bbs_$(cut -d_ -f2)

Aik2:

for file in $(find . -maxdepth 1 -name "*html"); do
mv $file bbs_${file#*_}done

FiE3:

# rename article bbs *.html
A SR AT AT S R T I E,  ERHBR6 2 1047 6 & Tl - B

D ERIKCE, SN2 . txt

1471234567 05 5
#521756789BBBBBB
#734767890CCCCCCCC
#44778asdfDDDDDDDDD
45547123456EEEEEEEE
#6171234567ASDF
#74756789ASDF
#84767890ASDF
#91778asdfADSF
#1017123456AAAA
#%111767890ASDF
#124778asdfADSF
#1317123456AAAA


af://n487

2) HIAWT:

#!/bin/bash

HHARHRHHH AR AR AR AR R AR AR AR HRH AR AR AR AR H ARG AR AR AR R AR AR AR AR A A

A SR AT AT RS A RAT I, RIS R 6 2 1047 60 & (1 Ty - 1%
HAHHHRBRHAHHHRRERAAAH R BRI R R R AR AR AR

sed -n '"1,5'p 2.txt |sed '/[a-zA-z]/'d

sed -n '6,10'p 2.txt |sed s'/[a-zA-Z]//'g

sed -n '11,$'p 2.txt

#IRA R URIERE R PATENG IR, W AR B O, ks B 45 S NI SO, BB a2 . et Bl fd
F -1 315

66.Fit LI EFHRLL. htmIZRHIEE X
T
# find . -name "*.htm1" -exec du -k {} \; |awk '{sum+=$1}END{print sum}'

J7i%2:

"7 “bash

for size in $(1s -1 *.html |awk '{print $5}'); do
sum=$(($sum+$size))

done

echo $sum

67 FEENIRORT

#!/bin/bash
HOST=$1
PORT="22 25 80 8080"
for PORT in $PORT; do
if echo &>/dev/null > /dev/tcp/$HOST/$PORT; then
echo "$PORT open”
else
echo "$PORT close"
fi
done

HI shell $TERZRMEIE &) b BN T 61 H17

#an i)
#Bash also interprets a number of multi-character options.
#!/bin/bash
HRHHHARBRHH AR RRFHTARRHHH AR RRHH AR R H AR R AR R HHAAR R H A
#she 14T BRI ) o7 BN T 6 1) FL ]
HHARHRH R AR AR AR AR H R R AR AR AR H A AR AR AR AR R ARG AR R A AR AR AR H A
for s in Bash also interprets a number of multi-character options.
do

n="echo $s|wc -c’

if [ $n -1t 6 ]

then

echo $s

fi
done


af://n498
af://n501
af://n503

68 MMNMNFIEITHRN S

#!/bin/bash
HHARHRHHHHH AR AR AR H R AR AR AR AR H R AR AR AR AR R AR AR AR AR A AR AR AR
HIANB T B AT A B Ay
P i e i g
echo "*cmd menu* 1-date 2-1s 3-who 4-pwd O-exit "
while :

do
HHARH FME

read -p "please input number :" n
nl="echo $n|sed s'/[0-9]//'g"
#275  N A

if [ -z "$n" ]

then

continue

fi
#ARECT o A

if [ -n "$n1" 1]

then

exit O

fi

break
done
case $n in

1

date

2)

1s

3)

who

4)

pwd

0

break

#INETFIEL- 4R

*)

echo "please input number is [1-4]"
esac

69.Expect LI SSH BB TS
Expect2— M EMRERNABEFNTE, dltelnet, ftp, passwd,
HicRikexpectiR .

73iE1: EOFtRERILIFNexpectiiE A


af://n503
af://n505

#!/bin/bash

USER=root

PASS=123.com

IP=192.168.1.120

expect << EOFset timeout 30spawn ssh $USER@$IP  expect { "(yes/no)" {send
"yes\r"; exp_continue} "password:" {send "$PASS\r"}
}

expect "$USER@*" {send "$1\r"}

expect "$USER@*" {send "exit\r"}

expect eof

EOF

Fik2:

#!/bin/bash
USER=root
PASS=123.com
IP=192.168.1.120

n

expect -c
spawn ssh $USER@$IP
expect {

\"(yes/no)\" {send \"yes\r\"; exp_continue}

\"password:\" {send \"$PASS\r\"; exp_continue}

\"$USER@*\" {send \"df -h\r exit\r\"; exp_continue}
}Il

F5iE3: Hexpectf A7 HE

B HAR

# cat Togin.exp

#!/usr/bin/expect

set ip [Tindex $argv 0]

set user [lindex $argv 1]

set passwd [Tindex $argv 2]

set cmd [Tindex $argv 3]

if { $argc '= 4 } {

puts "Usage: expect login.exp ip user passwd"

exit 1

}

set timeout 30

spawn ssh $user@$ip

expect {
"(yes/no)" {send "yes\r"; exp_continue}
"password:" {send "$passwd\r"}

3
expect "$user@*" {send "$cmd\r"}
expect "$user@*" {send "exit\r"}

expect eof

PTRSHA: B MERTLMLEIRMFE RS

#!/bin/bash

HOST_INFO=user_info.txt

for ip in $Cawk '{print $1}' $HOST_INFO)
do



user=$(awk -v I="$ip" 'I==$1{print $2}' $HOST_INFO)
pass=$(awk -v I="$ip" 'I==$1{print $3}' $HOST_INFO)
expect login.exp $ip $user $pass $1
done
LinuxEHLSSHIERE B.:
# cat user_info.txt
192.168.1.120 root 123456
BIRLIONH T, HARRE %D, FWERLION Ba& KNG FR R E T, &)a 2R P S
fRE
" “bash
#!/bin/bash
HARHRH R AR AR AR AR R AR AR ARHRH A AR AR AR AR AR AR AR R AR AR AR AR
#OVEI0NH -, I B 2Ry, B2k 10407 HAL 3 K/ NS FBE DL K 7
#IR 5 W B P B AEAE TR SO R #TT R 5 4 % %émkpas swdir 4
HHARHRH R AR AR AR AR R AR AR AR AR AR AR AR AR A RH R ARG AR R A AR AR AR AR
#4210 H P 41 (00-09)
for u in "seq -w 0 09 do
#EIEH
useradd user_$u
#A R
p="mkpasswd -s 0 -1 10"
# AR PR AT B (R 224
echo $p|passwd --stdin user_$u
#IE CUE RY
echo -e "$p\n$p" |passwd user_$u
RGN I B B (1) 25 e 3 1) H 28 SR
echo "user_$u $p" >> /tmp/userpassworddone

70.554% httpd ROHIEE, RIBEEEREERLE

#!/bin/bash
i i i g i i
i i i i i i i
#%Ej%:
#1.5FB10sIFEhttpd b fE s, i REON T4 17500, W HZhEHApachelljRgs, FHALM RS & 75 5 H ik
8%)
#2 . RN EHIRE S, 45 8B SUAKIHE A B, a8 8 3 k008 & i, 08 s sl
#3. R E BTy, WER LA E H Rl httpditf2 48, A AOES, WS IEEAN (10s—70 , &
U580 o JE v B B Rk A R R A, AR ST
i i i i i i i i i i i i i i
i i i i i i i i
#UT R B

check_service()

{

j=0

for i in "seq 1 5°

do

#H i Apachefffir 4

/usr/local/apache2/bin/apachect] restart 2> /var/log/httpderr.log

#7552 75 3 )

if [ $? -eq 0 ] then

break

else

j=$[$j+1] fi

#HIWT RS2 O 2 )E 5k
if [ $j -eq 5 1 then
mail.py exit


af://n516

i
done }while :do
n="pgrep -1 httpd|wc -1°
#HWrhttpd ks B AR U Bk 500
if [ $n -gt 500 ] then
/usr/local/apache2/bin/apachect] restart
if [ $? -ne 0 ]
then
check_service
else
sleep 60
n2="pgrep -1 httpd|wc -1°
#P W7 H R 2 K IH IS 500
if [ $n2 -gt 500 ]
then
mail.py exit
fi
fi
fi
#EFBRLOSAL I — IR
sleep 10done

71 #{tE(EcBRSZ =2 A P69

Linux=EHSSHIEESE: |

# cat old_pass.txt

192.168.18.217 root 123456 22
192.168.18.218 root 123456 22
WK% IP User Password Port

SSHEFRBCH RS A :  Ha TDBEALA ik
https://www. Tinuxprobe.com/books
#!/bin/bash
OLD_INFO=01d_pass.txt
NEW_INFO=new_pass.txt
for IP in $(awk '/A[A#]/{print $1}' $OLD_INFO); do
USER=$(awk -v I=$1P 'I==$1{print $2}' $OLD_INFO)
PASS=$(awk -v I=$1P 'I==$1{print $3}' $OLD_INFO)
PORT=$ (awk -v I=$1IP 'I==$1{print $4}' $OLD_INFO)
NEW_PASS=$ (mkpasswd -1 8) # BaNLZY
echo "$IP  $USER  $NEW_PASS  $PORT" >> $NEW_INFO
expect -c "
spawn ssh -p$PORT $USER@$IP
set timeout 2
expect {
\"(yes/no)\" {send \"yes\r\";exp_continue}
\"password:\" {send \"$PASS\r\";exp_continue}
\"$USER@*\" {send \"echo \'$NEW_PASS\' |passwd --stdin $USER\r
exit\r\";exp_continue}
3
done

A R R SO

# cat new_pass.txt
192.168.18.217 root n8wXx3mu% 22
192.168.18.218 root c87;zZnnL 22


af://n518

72.iptables BalRRHRIMIEESAEAYIP

me: TEpELEhE
1) RS inafEid20089I1P
FiET RIEBEAEE (Nginxafl)

#!/bin/bash
DATE=$(date +%d/%b/%Y :%H:%M)
ABNORMAL_IP=$(tail -n5000 access.log |grep $DATE |awk '{a[$1]++}END{for(i in
a)if(al[i]>100)print i}")
#atai TPt K, S, B mmiRsg a8 R KU . awk AR EEDIEHE, SRk
s
for IP in $ABNORMAL_IP; do

if [ $(iptables -vnL |grep -c "$IP") -eq 0 ]; then

iptables -I INPUT -s $IP -j DROP fidone

75352 B TCPEESIAYESRS

#!/bin/bash
ABNORMAL_IP=$(netstat -an |awk '$4~/:80%/ && $6~/ESTABLISHED/{gsub(/:[0-
91+/,"",$5);{al$5]++}}END{for(i in a)if(al[i]l>100)print i}")
#gsub2 R T F] CRPERIP) 'S 5 L
for IP in $ABNORMAL_IP; do
if [ $(iptables -vnL |grep -c "$IP") -eq 0 ]1; then

iptables -I INPUT -s $IP -j DROP

fi
done

2) FREDHSSHEINEFEI 10XRIIP

F3E1: BidlastbFRENE RIS

#!/bin/bash
DATE=$(date +"%a %b %e %H:%M") #EWIH KI5 %efdFif BiR7, 1M%dEr07
ABNORMAL_IP=$(Tastb |grep "$DATE" |awk '{a[$3]++}END{for(i in a)if(a[i]l>10)print
i}')for IP in $ABNORMAL_IP; do
if [ $(iptables -vnL |grep -c "$IP") -eq O ]; then
iptables -I INPUT -s $IP -j DROP fidone

%2 B AERBEFRRE

#!/bin/bash
DATE=$(date +"%b %d %H")
ABNORMAL_IP="$(tail -n1l0000 /var/log/auth.log |grep "$DATE" |awk
'/Failed/{a[$(NF-3)]++}END{for(i in a)if(a[i]l>5)print i}")"
for IP in $ABNORMAL_IP; do
if [ $(iptables -vnL |[grep -c "$IP") -eq 0 ]; then
iptables -A INPUT -s $IP -j DROP
echo "$(date +"%F %T") - iptables -A INPUT -s $IP -j DROP" >>~/ssh-Tlogin-
Timit.log
fi
done


af://n521
af://n533

73.1RBwebifAIHE, HEEREFERIP, WIPEF)
HERSIER, RS

#!/bin/bash

HHHRHH AR HARH AR R AR R H AR ARRH AR H AR HARHRRH AR HRRH AR HHRR A AR H AR AR R H AR R A AR AR AR
#H###

#iEweb Uil HE, HEAERESHMIP, WIPLE/IEIKE IR, WMk 2%
HHHRHHHBH AR AR R HRRH AR ARRH AR H AR AR A AR H AR ARRH AR ARR A AR H AR AR R H AR H AR A AR AR AR
#H##H#

Togfile=/data/log/access.log

#As — 3 BRI IR N R

dl="date -d "-1 minute" +%H¥%M"

d2="date +¥M"

ipt=/sbin/iptables

ips=/tmp/ips.txt

bTock()

{

s — e i) B B AR 8 R PRI T P LA R Ge v 1] YL

grep '$d1l:' $logfilelawk '{print $1}'|sort -n|uniq -c|sort -n > $ips
#F)H Forfi IR R B 100 T PR k& [ >k I 7 Lt 4%

for i in "awk '$1>100 {print $2}' $ips’

do

$ipt -I INPUT -p tcp --dport 80 -s $i -j REJECT

echo "“date +%F-%T  $i" >> /tmp/badip.log

done

}

unbTlock ()

{
#s I 5 BT = AR 1 pkts B /N T ORI T PRk Uik [ T DA AR 4

for a in "$ipt -nvL INPUT --Tline-numbers |grep '0.0.0.0/0'|awk '$2<10 {print
$1}'|sort -nr’

do

$ipt -D INPUT $a

done

$ipt -z

}
#2415 (8] 7£004) LA K 3073 By SR AT it dF pR 5
if [ $d2 -eq "00" 1 || [ $d2 -eq "30" ]

then

#ELSEART R, RIS BRI 7 AR [ p kot s B AR /b

unblock

block

else

bTock
fi

74. PR R RN EE /31 PHELE
adr Sk

#!/bin/bash
function check_ip(){

IP=$1

VALID_CHECK=$(echo $1IP|awk -F. '$1< =255&&$2<=255&&$3<=255&&$4<=255{print
"yes"}')


af://n533
af://n535

if echo $1P|grep -E "A[0-9]1{1,3}\.[0-91{1,3}\.[0-91{1,3}\.[0-9]
{1,3}$">/dev/null; then
if [ $VALID_CHECK == "yes" ]; then
echo "$IP available."”
else
echo "$IP not available!"
fi
else
echo "Format error!"
fi
}
check_ip 192.168.1.1
check_ip 256.1.1.1

Bik2:

#!/bin/bash
function check_ip(){
IP=$1
if [[ $IP =~ A[0-9]{1,3}\.[0-91{1,3}\.[0-9]1{1,3}\.[0-91{1,3}$ 1]1; then
FIELD1=$(echo $1IP|cut -d. -f1)
FIELD2=$(echo $IP|cut -d. -f2)
FIELD3=$(echo $IP|cut -d. -f3)
FIELD4=$(echo $IP|cut -d. -f4)
if [ $FIELD1 -le 255 -a $FIELD2 -le 255 -a $FIELD3 -Te 255 -a $FIELD4 -Te
255 ]; then
echo "$1IP available."
else
echo "$IP not available!"
fi
else
echo "Format error!"
i
}
check_ip 192.168.1.1
check_ip 256.1.1.1

HENNkR :
IANFEERR, WRIPATFEFHEY, AR RgkERtaN, FHERawkHIHT,

#!/bin/bash
function check_ip({

Tocal 1P=$1

VALID_CHECK=$(echo $IP|awk -F. '$1< =255&&$2<=2558&$3<=255&&%$4<=255{print
"yes"}')

if echo $1P|grep -E "A[0-9]1{1,33}\.[0-9]1{1,3}\.[0-9]1{1,3}\.[0-9]{1,3}$"
>/dev/null; then

if [ $VALID_CHECK == "yes" ]; then
return 0

else
echo "$IP not available!"
return 1

fi

else
echo "Format error! Please input again."
return 1



fi

}
while true; do
read -p "Please enter IP: " IP
check_ip $1IP
[ $? -eq 0 ] && break || continue
done

57-74KB RS KimhfAZBhttps:/mp.weixin.qg.com/s/bnW29ETmN9ZK4rRhPSIXYQ
76 RiFEMApachelASHEBEBFIFIIRE

#!/bin/bash

shell_user="root"
shel1_domain="apache"

shell_Tist="/root/ip_list"
shell_row="cat $shell_Tist |wc -1°
function trans_text(){

text=%1

curl "https://oapi.dingtalk.com/robot/send?access_token=b4fcf5862088albc7f2bf66a’

-H'Content-Type: application/json' -d'{ #18 E ETETHLAF Ahook ik
"msgtype": "text",
"text": {
"content": "'"$text"'"
}!
}l
}

function apache_check_80(){
ip=$1
URL="http://$ip/index.htm1"
HTTP_CODE= curl -o /dev/null -s -w "%{http_code}" "${URL}""

if [ $HTTP_CODE != 200 ]
then
trans_text

\n $ip Apache JRS#IRERH, MWILRERY:
""$HTTP_CODE" "' i KHf 4L | \n

\n"

fi

while true

do

shell_Tist="/root/ip_list"
shell_row="cat $shell_Tlist |wc -1°


https://mp.weixin.qq.com/s/bnW29E1mN9ZK4rRhPSJXYQ
af://n548

for temp in “seq 1 $shell_row’
do
Ip_Addr="cat $shell_list |head -n $temp [tail -n 1°
apache_check_80 $Ip_Addr
done

sleep 10
done

77— BIEEN, —&aEksiEEN. BEEENSXER
RRKF80%, MASEMH, MElcrontabBE, 5109
ST —IR,

#! /bin/bash

FSMAX="80"
remote_user="'root'
remote_1ip=(IPHiHL5]3)
ip_num="0"

while [ "$ip_num" -Te "$(expr ${#remote_ip[@]} -1)"]
do
read_num="1"
ssh "$remote_user"@"${remote_ip[$ip_num]}" df -h > /tmp/diskcheck_tmp
grep 'A/dev/*' /tmp/diskcheck_tmp | awk '{print $5}'|sed 's/\%//9' >
/tmp/diskcheck_num_tmp

while [ "$read_num" -le $(wc -1 < /tmp/diskcheck_num_tmp) ]
do
size=$(sed -n "$read_num" 'p' /tmp/diskcheck_num_tmp)
if [ "size" -gt "$Fsmax" ]
then
$(grep 'A/dev/*"' /tmp/diskcheck_tmp |sed -n $read_num'p'
> /tmp/disk_check_mail)
$(echo ${remote_ip[$ip_numl}) >> /tmp/disk_check_mail)
$(mail -s "diskcheck_alert" admin <
/tmp/disk_check_mail)
fi

read_num=$(expr $read_num + 1)
done

ip_num=$(expr $ip_num + 1)
done

78. 5= FH AL R =SR], H{ERZEREZ 90 % FiBid 2 mail
RKERES


af://n550
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#!/bin/bash
#monitor available disk space
#PEUA RS 22 M TPHb b .
IP=1ifconfig eth0 | grep "inet addr" | cut -f 2 -d ":" | cut -f1 -d " "
SPACE=" df -hp | awk '{print int($5)}'"
if [ $SPACE -ge 90 ]
then
echo "$IP ARgs#s miALAsE R OLHIT0%, AR AAHE, "imail -s "$IP RS HHAE AL A,
AT MBFARTHRE"  fty89@163.com
fi

79. Baftp L&

#! /bin/bash

ftp -n << END_FTP

open 192.168.1.22

user test testing //H P 4test #f%: testing
binary

prompt off /KA

mput files // bAEfiles e

close

bye

END_FTP

80.mysqlbak.sh&{&iEEEE REF

#!/bin/bash

DAY="date +%Y%m%d"

SIZE= du -sh /var/1lib/mysql”

echo "Date: $DAY" >> /tmp/dbinfo.txt

echo "Data Size: $SIZE" >> /tmp/dbinfo.txt

cd /opt/dbbak & /dev/null || mkdir /opt/dbbak

tar zcf /opt/dbbak/mysqlbak-${DAY}.tar.gz /var/lib/mysql /tmp/dbinfo.txt &>
/dev/null

rm -f /tmp/dbinfo.txt

crontab-e
55 23 */3 * * /opt/dbbak/dbbak.sh

81.FTENFZAIL

declare -a ary

for i in “seq 40 49°
do

non

ary[$il=
echo -en "\e[$i;5m ${ary[@]}\e[;O0Om"

done


af://n554
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declare -a ary
for s in “seq 1 10000°

do
for i in "seq 40 49°
do
ary[$i]=""
echo -en "\e[$i;5m ${ary[@]}\e[;Om"
done
done
-~ -1 s DA
82 FTENZ=HZ
#!/bin/bash

for (C1i=1; 1 < 12; i++))

do
if [[ $i -le 6 1]
then
for ((3 = $CCA2-9));5 J > ;5 j--))
do
echo -n " "
done
for ((m = 1; m <= $CQ2*i-1)); m++))
do
echo -n "* "
done
echo ""
e e e g e e de e e de v e e g e e g e e e e v e S e e de e e b e o B e de e v g e e S e e S e v e g e e S e e S s e e S e e S e e e e
elif [[ $i -gt 6 1]
then
n=$((12-1))
for ((3 = $C(12-n)); j > n; j--))
do
echo -n " "
done
for ((m=1; m <= $((2*%n-1)); m++))
do
echo -n "* "
done
echo ""
fi
done

83.expect=IixiEEfERREEH

#!/usr/bin/expect -f
set ipaddress [Tindex $argv 0]

set passwd [Tindex $argv 1]

Fededededehdhd
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set timeout 30

spawn ssh-copy-id root@$ipaddress
expect {

"yes/no" { send "yes\r'";exp_continue }

"password:" { send "$passwd\r" }

#expect "*from*"
#send "mkdir -p ./tmp/testfile\r"
#send "exit\r"

#expect "#" #i# mLEirye, WEMGF AR, SRMLRFEshel THIRTF T GE# 5% $)

84.http/LHktEi

URL="http://192.168.22.191/index.html"
THHP_CODE="curl -o /dev/null -s -w "%{http_code}" "${URL}""

if [ $HTTP_CODE != 200 ]
then

echo -e "apache code:"$HTTP_CODE""
fi

85.PVid ERNEMPHKIEETIP

#!/bin/bash
log=/tmp/tmp. log
[ -f $Tog ] || touch $Tog

function add_iptales()
{
while read Tine
do
ip="echo $1ine |awk '{print $23}'"
count="echo $1ine |awk '{print $1}'"
if [ $count -gt 100 ] & & [ “iptables -L -n |grep "$ip"
lwe -T° -1t 1 ]
then
iptables -I INPUT -s $ip -j DROP
echo -e "$1ist
isdropped">>/tmp/droplist.log
fi
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done<$1og

function main()

{
while true
do
netstat -an|grep "EST"
>$1og
add_iptales
sleep 180
done
}
main

86.shellSCIREEh%=EE

#!/bin/bash

function MyInstall

echo -e "$i install is ok\n"

echo -e "$1 1install no\n"

{
if ! rpm -ga |grep -q "A$1"
then
yum install $1
if [ $? -eq 0 ]
then
else
i
else
echo -e "yi an zhuang ! \n"
fi
}

for ins in mysql php httpd
do

MyInstall $ins
done

87.shellSEHHRNHER

#!/bin/bash

declare -a array

lawk -F "[:]+"'

"{print $6}'|sort |uniq -c


af://n568
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for i in "seq 1 10°
do
array[$i]=$RANDOM

done

echo -e "Array_1: ${array[@]}"

for (( x=1;x<=9;x++ ))
do
for(( y=1;y<=9;y++ ))
do
if [ ${array[$yl} -gt ${array[$y+1]1} 1]
then
temp=${array[$y]}
array[$yl=${array[$y+1]}
array[$y+1]=$temp
fi

done

done

echo -e "Array_2: ${array[@]}"

88.bashZ=IGISiHES

#!/bin/bash
i=0

bar=""
index=0

arr=C """ TN )

while [ $i -le 100 ]
do
Tet index=index%4
printf "[%-100s][%d%%] [\e[43;46;1m%c\e[Om]\r" "S$bar" "$i" "${arr[$index]}"
Tet i++
Tet index++
usleep 30000
bar+="#"'
clear
done

printf "\n"

89. IRIEXIHABEIENS

#!/bin/bash
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for Uname in "cat /root/useradd.txt |gawk '{print $1}'"

do
id $uname &> /dev/null
if [ $? -eq 0 ]
then
echo -e "XANKSOAETERIE: MEALAS [MGHARTHRE] "
continue
i
for Upasswd in “cat /root/useradd.txt |gawk '{print $2}'"
do
useradd $uname &> /dev/null
echo "$upasswd" |passwd --stdin $uname &> /dev/null
if [ $? -eq 0 1]
then
echo -e "IKSOIERY!"
else
echo -e "@EKM"
fi
done
done

90. T EHESR

#!/bin/bash
declare -a ary

for i in "seq 0 20°

do
ary[$i]=""
echo -en "\e[41;5m ${ary[@]}\e[;O0Om"
sleep 1

done

= ARSS 2R -RiiE

#!/bin/bash

#network

#Mike.Xu

while : ; do

speedtime="date +%m"-"%d" "%k":"%M'

speedday="date +%m"-"%d"

speedrx_before="ifconfig ethO|sed -n "8"plawk '{print $2}'|cut -c7-'
speedtx_before="ifconfig ethO|sed -n "8"plawk '{print $63}'|cut -c7-'
sleep 2

speedrx_after="ifconfig ethO|sed -n "8"plawk '{print $2}'|cut -c7-'
speedtx_after="ifconfig ethO|sed -n "8"plawk '{print $63}'|cut -c7-'
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speedrx_result=$[(speedrx_after-speedrx_before)/256]
speedtx_result=$[(speedtx_after-speedtx_before)/256]
echo"$speedday$speedtime Now_In_Speed: "$speedrx_result"kbps Now_out_Speed:
"$speedtx_result"kbps"

sleep 2

done

92. 1€ MICPUFRIRE L

#!/bin/bash
#Inspect CPU
#Sun Jul 31 17:25:41 cST 2016

PATH=/usr/local/bin:/bin:/usr/bin:/usr/local/sbin:/usr/sbin:/sbin:/home/wl/bin
export PATH

TERM=11nux
export TERM

CpuResult=$(top -bn 1 | grep "cpu" | awk '{print $5}' | sed 's/\..*$//g")

if [[ $CpuResult < 20 ]1];then
echo "CPU WARNING : $CpuResult" > /service/script/.cpu_in.txt
top -bn 1 >> /service/script./cpu_in.txt
mail -s "Inspcet CPU" wl < /service/script/.cpu_in.txt

fi

9318 M EFRIR=SE

#!/bin/bash

#Insepct Harddisk , If the remaining space is more than 80%, the message is sent
to the wl

#Tue Aug 2 09:45:56 CST 2016
PATH=/usr/local/bin:/bin:/usr/bin:/usr/local/sbin:/usr/sbin:/sbin:/home/wl/bin
export PATH

for RemainingSpace in $(df -h | awk '{print $5}' | grep -v 'Use' | sed -e
's/[%1//9")
do
if [[ $RemainingSpace > 80 ]];then
echo -e "$Remainingspace”
echo -e "$(df -h | grep $RemainingSpace)" > /service/script/.Harddiskwarning
mail -s "disk warning" wl < /service/script/.Harddiskwarning
fi
done

94. bash-SEitSllapachelASHETFIIRE
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#!/bin/bash

function trans_text(){

text=$1
curl 'https://oapi.dingtalk.com/robot/send?
access_token=b4fcf5862088albc7f2bf66aea051869e62ff5879fa0e0fddb0db9b1494781c2"' -
H'Content-Type: application/json' -d'

{
"msgtype": "text",
"text": {
"content": "'"$text"'"
}!
}l
}

function desk_check(){

dftype=$1
shell_row="df |wc -1

for i in "seq 2 $shell_row"
do

temp=(C"df -h |head -n $i |tail -n 1 Jawk '{print $5 "\t" $6}' )

disk=""echo ${temp[0]} |cut -d "%" -f 1°"

name="${temp[1]}"

hostname="hostname"

IP="1ifconfig |grep -v "127.0.0.1" |grep "inet addr:" |sed 's/A.*inet
addr://g'|sed 's/ Bcas..*$//g""

#echo -e "$disk $name"

Dat="date "+%F %T""

if [ $disk -ge $dftype ]
then
echo

\h

SHER A X < \n
THL4: $hostname \n
IPiitk: $IP \n
X4 $name \n
% $disk %\n
KAEWTAE: $Dat \n
\n"

fi
done

function apache_check(){
url=$1
URL="http://$url/"
HTTP_CODE= curl -o /dev/null -s -w "%{http_code}" "${URL}""

if [ $HTTP_CODE != 200 ]
then
echo

"

\n



>Apachefli %5 7 <
FHL4: $hostname \n
IPHihE: $IP \n
IR[E ALY : $HTTP_CODE \n
RANE: $pat \n
\n"

fi

while true

do
desk_check 10
apache_check 127.0.0.1

sleep 10
done

95. At

#!/bin/bash
#Inspect Memory : If the memory is less than 500 , then send mail to wl

#Tue Aug 2 09:13:43 CST 2016

PATH=/usr/local/bin:/bin:/usr/bin:/usr/local/sbin:/usr/sbin:/sbin:/home/wl/bin

export PATH

MEM=$(free -m | grep "Mem" | awk '{print $4}')
if [[ MEM < 500 ]];then
echo -e "Memory Warning : Memory free $MEM" > /service/script/.Memorywarning

mail -s "Memory warning" wl < /service/script/.Memorywarning
fi

96.FlFinodet&ill

#!/bin/bash

#Inspcet Inode : If the free INODE is Tless than 200, the message is sent to the
wl

#Tue Aug 2 10:21:29 cCST 2016
PATH=/usr/local/bin:/bin:/usr/bin:/usr/local/sbin:/usr/sbin:/sbin:/home/wl/bin
export PATH

for FreeInode in $(df -i | grep -v "Filesystem" | awk '{print $4}")

do

if [[ $FreeInode < 200 ]1];then
echo -e "$(df -i | grep "$FreeInode")" > /service/script/.FreeInode
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mail -s "FreeInode warning" wl < /service/script/.FreeInode
fi
done

97 AR A PERE 7 R %t

#!/bin/bash
declare -i count=0
while true;do

if who |grep -gq -E "Awang"

then
echo -e "H/'wang %l 7 R%\n XEFEScount K EIEAMRIE: wljsghg”
break

else
Tet count++

fi

sleep 3

done

Bl RBVIDAEERIA M, BanHA P AMIDS;

#!/bin/bash
while read Tine; do
userid=$(echo $1ine | cut -d: -f3)
if [ $[$userid%2] -eq 0 ]; then
echo $1line | cut -d: -f1,3
fi
done < /etc/passwd

98 .t =EEMS

#!/bin/bash
sum=1

while [ $sum -Te 30 ]

do
if [ $sum -Te 9 ]
then
user="user_0$sum"
else

user="user_$sum"
fi

useradd S$user

echo "123456" |passwd --stdin $user
chage -d 0 S$user

Tet sum=sum+1
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done

99 it ERHETFE

#!/bin/bash
#By: Tyshark

#nmap 192.168.22.0/24>1ip

MAC="cat ip |awk '$1 == "MAC" && $NF == "(vMware)"{print $3}'"
for i in "seq 1 20°

do

temp="echo ${mMAC[@]} |awk '{print $i}'"

IP="cat /ip |grep -B5 $temp |grep "Nmap scan"|awk '{print $5}'"

echo $1IP |awk '{print $1}'
done

100.1EM PTEZIP

A[0-91{0,2}|A1[0-9]1{0,2}|A2[0-5]{0,2}

egrep "(A[0-9]{1,2}[A1[0-9]{0,2}[A2[0-5]{0,2})\. ([0-9]{1,2}[1[0-9]{0,2}|2[0-5]
{0,21)\. ([0-91{1,2}[1[0-9]1{0,2}|2[0-5]1{0,2})\. ([0-9]{1,2}[1[0-9]{0,2}|2[0-5]
{0,21) %"

([0-91{1,2}1[0-9]{0,2}[2[0-5]{0,2})
([0-91{1,2}|1[0-9]1{0,2}|2[0-5]{0,2})
([0-91{1,2}1[0-91{0,2}|2[0-51{0,2})
([0-91{1,2}11[0-9]{0,2}[2[0-5]{0,2})

egrep "((25[0-5]12[0-4][0-9]1C(1[0-91{2})|([1-9]17[0-91)))\.){3}(25[0-5]|2[0-4][0-
911 ((1[0-91{2}) [ ([1-9]17[0-91)))"

1s |egrep "((25[0-5][2[0-4][0-9]]C(1[0-9]1{2})|([1-9]17[0-91))\.>{3}(25[0-5]|2[0-
41[0-911((1[0-91{2}) 1 ([1-9]7[0-91D$>)>"

101.1EN LB BpFE
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egrep "A[0-9a-zA-z][0-9a-zA-z_]1{1,16}[0-9a-zA-z]\@[0-9a-zA-Zz-]*([0-9a-zA-Z])?\.

(com|com.cn|net|org|cn)$" rui
g

1s |egrep "AC([1-9]][1-9][0-9]|1[0-9][0-9]]2[0-4][0-9]|25[0-51>\.)>{3}([0-9]][1-9]
[0-9111[0-9][0-9]12[0-4][0-9]|25[0-4])%"

102.EMB AR

#!/bin/bash

function ary_go

{
$1 $2
for (( i=0;i<=$1;i++ ))
do
for (( s=0;s<=$2;s++ ))
do
if [ $[$i%2] == 0 ]
then
if [ $[$s%2] == 0 ]
then
echo -en "
else
echo -en "\e[;44m \e[;m"
fi
else
if [ $[$s%2] == 0 ]
then
echo -en "\e[;42m \e[;m"
else
echo -en "
fi
fi
done
echo
done
3
ary_go 25 50

103.53IBRE 2B LMY
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#!/bin/bash
w | awk 'NR>=3 {printf $1 "\t" $2 "\t" $3 "\n"}' > /tmp/who.txt
for i in $Cawk '{printf $1}' /tmp/bai.txt)

do

k=$(Cegrep -v "$i" /tmp/who.txt | awk '{printf $2} "\n"' | awk '{printf $2
"\n"}")

for j in $k

do

pkill -9 -t "$j"

done

done

75-1033&&: https://www.cnblogs.com/LyShark/p/9117041.html

{£Z&: LyShark
104.—§E%R 3% MongoDB £z 4

#!/bin/bash

#

# EO R R R R L S R S R R S R R R R R R O SR b R e S R R S R SR R R R S SR R R S A R R R R AR R R S R R o S
#Author: wangxiaochun

#QQ: 29308620

#Date: 2021-02-19

#FileName: install_mongodb.sh

#URL: http://www.wangxiaochun.com

#Description: The test script

#Copyright (O): 2021 A11 rights reserved

e v de v de e de e e de de de de de v de e de e de e de g v de s de e de e S de g S e e e e e e e e e S e e e e e e S e e e e et e e e e
file=mongodb-Tinux-x86_64-ubuntul804-4.4.4.tgz
url=https://fastdl.mongodb.org/Tinux/$file

db_dir=/data/db

install_dir=/usr/local

port=27017

color OO {
RES_COL=60
MOVE_TO_cCOL="echo -en \\033[${RES_COL}G"
SETCOLOR_SUCCESS="echo -en \\033[1;32m"
SETCOLOR_FAILURE="echo -en \\033[1;31m"
SETCOLOR_WARNING="echo -en \\033[1;33m"
SETCOLOR_NORMAL="echo -en \E[Om"
echo -n "$2" && $MOVE_TO_COL
echo -n "["
if [ $1 = "success" -0 $1 = "0" ] ;then
${SETCOLOR_SUCCESS}
echo -n $" ok "
elif [ $1 = "failure" -o $1 = "1" ] ;then
${SETCOLOR_FAILURE}
echo -n $"FAILED"
else
${SETCOLOR_WARNING}
echo -n $"WARNING"
fi
${SETCOLOR_NORMAL }
echo -n "]"


https://www.cnblogs.com/LyShark/p/9117041.html
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echo

os_type Of
awk -F'[ "]1" "/ANAME/{print $23}' /etc/os-release

check O {
[ -e $db_dir -o -e $install_dir/mongodb ] && { color 1 "MongoDB #{¥/# %
Bexit; }

if [ os_type = "Cent0sS" ];then

rpm -q curl &> /dev/null || yum install -y -q curl
elif [ "os_type = "Ubuntu" ];then

dpkg -1 curl & /dev/null || apt -y install curl
else

color 1 ACHFEMATHEAE RS

exit
fi

file_prepare () {

if [ ! -e $file ];then

curl -0 $url || { color 1 "MongoDB ¥i#i/i o a2k ; exit; }

fi
}
install_mongodb () {

tar xf $file -C $install_dir

mkdir -p $db_dir

Tn -s $install_dir/mongodb-1inux-x86_64-* $install_dir/mongodb

echo PATH=$install_dir/mongodb/bin/:'$PATH' > /etc/profile.d/mongodb.sh

. /etc/profile.d/mongodb.sh

mongod --dbpath $db_dir --bind_ip_all --port $port --Togpath
$db_dir/mongod.Tog --fork

[ $? -eq 0 ] & color 0 "MongoDB ##f/FE% %M IN!" || color 1 "MongoDB ¥ /E
R
}

check
file_prepare
install_mongodb

105.fElmobaXtremERCentO0S FHIEFTH

[root@centos ~]#yum install xorg-xll-xauth xorg-x11l-fonts-* xorg-x1ll-font-utils
xorg-x11-fonts-Typel firefox
[root@centos ~]#exit

106.—ZERIEZMIESP shell BHIF

[root@centos8 ~]#cat certs.sh

#!/bin/bash

#

e dedede dede de dede e dede dede e de e dede s g de e de s g e e de e s e e g e b e e s e et sk e e e s e e e e e e e e e e ek
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#Author: wangxiaochun

#QQ: 29308620

#Date: 2020-02-29

#FileName: test.sh

#URL : http://www.wangxiaochun.com
#Description: The test script

#Copyright (O): 2020 A11 rights reserved

# EO R R S R R S S o R R R e S b R b e S e A S R R R o S R R S S SR R R S SR R T Y

. /etc/init.d/functions

CERT_INFO=([00]="/0=heaven/CN=ca.god.com" \
[01]="cakey.pem" \
[02]="cacert.pem" \

[03]=2048 \
[04]=3650 \
[05]=0 \

[10]="/C=CN/ST=hubei/L=wuhan/0O=Central.Hospital/CN=master.liwenliang.org" \
[11]="master.key" \
[12]="master.crt" \
[13]=2048 \
[14]1=365
[15]=1 \
[16]="master.csr" \

[20]="/c=CN/ST=hubei/L=wuhan/0=Central.Hospital/CN=slave.liwenliang.org" \
[21]="sTave.key" \
[22]="sTave.crt" \
[23]=2048 \
[24]=365 \
[25]=2 \

[26]="sTave.csr" )

COLOR="echo -e \\E[1;32m"
END="\\E[Om"

DIR=/data

cd $DIR

for i in {0..2};do
if [ $1 -eq 0 ] ;then
openss1 req -x509 -newkey rsa:${CERT_INFO[${i}3]} -subj
${CERT_INFO[${i}0]} \
-set_serial ${CERT_INFO[${i}5]} -keyout ${CERT_INFO[${i}1]} -nodes -
days ${CERT_INFO[${i}4]1} \
-out ${CERT_INFO[${i}2]1} &>/dev/null

else
openss1 req -newkey rsa:${CERT_INFO[${i}3]} -nodes -subj
${CERT_INFO[${i30]} \
-keyout ${CERT_INFO[${i}1]} -out ${CERT_INFO[${i}6]} &> /dev/null

openss1 x509 -req -in ${CERT_INFO[${i}6]} -CA ${CERT_INFO[02]} -CAkey
${CERT_INFO[01]} \
-set_serial ${CERT_INFO[${i}5]} -days ${CERT_INFO[${i}4]} -out
${CERT_INFO[${i32]} &>/dev/null
fi
e L ———

Tdkd -.'-L:EEEU‘_E:FM%‘ )=}




openss1 x509 -in ${CERT_INFO[${i}2]} -noout -subject -dates -serial
echo

done

chmod 600 *.key

action "iEAERTERL"

107.BEFCentOS —idmiFLTIERedisilA

#!/bin/bash

#

# TehdedefhhddefhhdedefhhdedeNhdhdf b fhhhdffhddedNhddefhhdd NN dfhhdhdefhhddfhddd
#Author: wangxiaochun

#QQ: 29308620

#Date: 2020-02-22

#FileName: install_redis_for_centos.sh

#URL : http://www.magedu.com

#Description: The test script

#Copyright (CO): 2020 A11 rights reserved

R AR AR AR AR R R R R R R R

. /etc/init.d/functions
VERSION=redis-4.0.14
PASSWORD=123456
INSTALL_DIR=/apps/redis

install () {
yum -y install gcc jemalloc-devel || { action "“Z#flauski, HRHEMLKEE" false
; exit; }

wget http://download.redis.io/releases/${VERSION}.tar.gz || { action "Redis ¥Ei5
A" false ; exit; }

tar xf ${VERSION}.tar.gz

cd ${VERSION}

make -j 4 PREFIX=${INSTALL_DIR} install && action "Redis #ii¥Z3%mW" || { action
"Redis ZiFIERN" false ;exit ; }

Tn -s ${INSTALL_DIR}/bin/redis-* /usr/bin/

mkdir -p ${INSTALL_DIR}/{etc,logs,data,run}

cp redis.conf ${INSTALL_DIR}/etc/

sed -i.bak -e 's/bind 127.0.0.1/bind 0.0.0.0/' -e "/# requirepass/a requirepass
$PASSWORD"  ${INSTALL_DIR}/etc/redis.conf

if id redis &> /dev/null ;then
action "Redis P /A" false
else
useradd -r -s /sbin/nologin redis
action "Redis S AIEEKIN"
fi

chown -R redis.redis ${INSTALL_DIR}
cat >> /etc/sysctl.conf <<EOF
net.core.somaxconn = 1024
vm.overcommit_memory = 1

EOF

cat > /usr/Tib/systemd/system/redis.service <<EOF


af://n635

[unit]
Description=Redis persistent key-value database
After=network.target

[service]

ExecStart=${INSTALL_DIR}/bin/redis-server ${INSTALL_DIR}/etc/redis.conf --
supervised systemd

ExecStop=/bin/ki1l -s QUIT \$MAINPID

Type=notify

User=redis

Group=redis

RuntimeDirectory=redis

RuntimeDirectoryMode=0755

[Install]
wantedBy=multi-user.target

EOF

systemct] daemon-reload

systemct]l start redis & /dev/null && action "Redis M4z, RedisfERM K" ||
{ action "Redis AzIK" false ;exit; }

redis-cli -a $PASSWORD INFO Server 2> /dev/null

install

108.EFCentOS —{gEIEtomcatiild

[root@centos8 ~]#cat install_tomcat_for_centos.sh
#!/bin/bash

#

# B e T T e e e e A i ke e b T b e S e b T A A e b T A A b b i S T b A S R T T S A R R A e L b L A S b e e e S T
#Author: wangxiaochun

#QQ: 29308620

#Date: 2020-02-09

#FiTleName: install_tomcat_for_centos.sh

#URL : http://www.wangxiaochun.com
#Description: The test script

#Copyright (C): 2020 A11 rights reserved

# B R T T A A R e e e o R R i o b T b e S b b b e S R R R R S S R b S S T Y
. /etc/init.d/functions

DIR= pwd"

JDK_FILE="7jdk-8u241-11inux-x64.tar.gz"
TOMCAT_FILE="apache-tomcat-8.5.50.tar.gz"
JDK_DIR="/usr/local"
TOMCAT_DIR="/usr/Tocal"

install_jdk({

if I [ -f "$DIR/$IDK_FILE" ];then
action "$IDK_FILE X AfEfE" false
exit;

elif [ -d $IDK_DIR/jdk ];then

action "JIDK C&z%E" false

exit

else


af://n641

[ -d "$IDK_DIR" ] || mkdir -pv $IDK_DIR
i
tar xvf $DIR/$IDK_FILE -C $IDK_DIR
cd $IDK_DIR && Tn -s jdk1.8.* jdk

cat > /etc/profile.d/jdk.sh <<EOF

export JAVA_HOME=$JIDK_DIR/jdk

export JRE_HOME=\$JAVA_HOME/jre

export CLASSPATH=\$JAVA_HOME/1ib/:\$IRE_HOME/1ib/
export PATH=\$PATH:\$JAVA_HOME/bin

EOF

/etc/profile.d/jdk.sh
java -version && action "IDK ZESEMK" || { action "IDK ZHRM" false ; exit; }
}

install_tomcat(){
if I [ -f "$DIR/$TOMCAT_FILE" ];then
action "$TOMCAT_FILE VHATEAE" false
exit;
elif [ -d $TOMCAT_DIR/tomcat ];then
action "TOMCAT B4 %" false
exit
else
[ -d "$TOMCAT_DIR" ] || mkdir -pv $TOMCAT_DIR
fi
tar xf $DIR/$TOMCAT_FILE -C $TOMCAT_DIR
cd $TOMCAT_DIR && 1n -s apache-tomcat-*/ tomcat
echo "PATH=$TOMCAT_DIR/tomcat/bin:"'$PATH' > /etc/profile.d/tomcat.sh
id tomcat &> /dev/null || useradd -r -s /sbin/nologin tomcat

cat > $TOMCAT_DIR/tomcat/conf/tomcat.conf <<EOF
JAVA_HOME=$JDK_DIR/jdk

JRE_HOME=\$JAVA_HOME/jre

EOF

chown -R tomcat.tomcat $TOMCAT_DIR/tomcat/

cat > /lib/systemd/system/tomcat.service <<EOF

[unit]

Description=Tomcat

#After=syslog.target network.target remote-fs.target nss-lookup.target
After=syslog.target network.target

[service]

Type=forking
EnvironmentFile=$TOMCAT_DIR/tomcat/conf/tomcat.conf
ExecStart=$TOMCAT_DIR/tomcat/bin/startup.sh
ExecStop=$TOMCAT_DIR/tomcat/bin/shutdown.sh
PrivateTmp=true

User=tomcat

[Install]

wantedBy=multi-user.target

EOF

systemct] daemon-reload

systemct] enable --now tomcat.service



systemct] is-active tomcat.service & /dev/null && action "TOMCAT Z#:5Em" || {
action "TOMCAT #Z#KIK" false ; exit; }

install_jdk

install_tomcat
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[root@centos8 datal#cat certificate.sh
#!/bin/bash

#
#********************************************************************
#Author: wangxiaochun

#QQ: 29308620

#Date: 2020-02-07

#FileName: certificate.sh

#URL : http://www.Tiwenliang.org

#Description: AR RIS 22 5 RO T WS N2 S e R A

#Copyright (C):
#**********% R
CA_SUBJECT="/0=heaven/CN=ca.god.com"
SUBJECT="/C=CN/ST=hubei/L=wuhan/0=Central.Hospital/CN=master.Tliwenliang.org"
SUBJECT2="/C=CN/ST=hubei/L=wuhan/0=Central.Hospital/CN=slave.liwenliang.org"
KEY_SIZE=2048 #IL{EAREEH1024

SERIAL=34

SERIAL2=35

2020 A1l rights reserved

CA_EXPIRE=202002
EXPIRE=365
FILE=master
FILE2=sTave

#E A A I CATETS
openss1 req -x509 -newkey rsa:${KEY_SIZE} -subj $CA_SUBJECT -keyout cakey.pem -
nodes -days $CA_EXPIRE -out cacert.pem

#E—MIET

#42 BURL B REAIE 15 H 1

openss1 req -newkey rsa:${KEY_SIZE} -nodes -keyout ${FILE}.key -subj $SUBJECT -
out ${FILE}.csr

#MURAE TS

openss1 x509 -req -in ${FILE}.csr -CA cacert.pem -CAkey cakey.pem -set_serial
$SERIAL -days $EXPIRE -out ${FILE}.crt

#55 —AMETH

openss1 req -newkey rsa:${KEY_SIZE} -nodes -keyout ${FILE2}.key -subj
$SUBJECT2 -out ${FILE2}.csr

openss1 x509 -req -in ${FILE2}.csr -CA cacert.pem -CAkey cakey.pem -
set_serial $SERIAL2 -days $EXPIRE -out ${FILE2}.crt

chmod 600 *.key
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